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HIGH-END 
CONNECTIONS 
FOR MEDICAL APPLICATIONS

Reliable connectors for 
diagnostics, therapy, hybrid 
operating rooms and patient 
monitoring.

High contact reliability and 
failure safety

Surface and disinfectant 
resistance

Maximum patient and 
user protection

Complete system solutions 
available

medical.odu-connectors.com

Two years of austerity lie behind companies in the medical
technology sector. While the pandemic hit the unprepared
world in spring 2020, many companies went on forced

breaks and short-time work. Now, lately, the resulting supply and
raw material shortages have been added to the mix.

According to a survey by Plexus, supply chain resilience is beco-
ming a matter of survival. The semiconductor shortage is likely to
continue into 2023. Steel, aluminium, wood and even plastic are
scarce. Those who cannot procure the raw materials face great fi-
nancial damage or extinction. The only options left are planning
ahead or re-evaluating and re-designing products.

Meanwhile, interesting future markets will be found in artificial in-
telligence and point-of-care diagnostics. The market for AI in the
healthcare sector is expected to grow twelvefold by 2028 - from
$10.6 billion to $120.2 billion. However, this also means that new
legislation for AI applications will be necessary and compliance
will become more of a focus. The FDA has already taken the first
steps in this direction and has drawn up an action plan for 2021.
Particularly strict criteria are to be applied to healthcare and medi-
cal technology. Manufacturers are therefore well advised to keep an
eye on the situation at all times.

In this issue, we have once again summarized the highlights of the
year to prepare you as well as possible for the coming year. The MED
engineering team wishes you a successful business year 2022!

Two long years

Marc-Benjamin Aurin, Editor
m.aurin@mgo-fachverlage.de

1

http://www.med-eng.de
mailto:m.aurin@mgo-fachverlage.de
https://odu-connectors.com/industries/medical/


Cataract Patients See Better
Results with AI
An AI modeling technique from
the automotive industry
improves eye surgery results.

3D Printing Improves
Treatment in Surgery
Apart from prostheses and
implants, 3D printers also
produce patient-specific
reference models based on
imaging techniques. Both
patients and doctors benefit.

The Living Heart Project:
A Heart for Simulation

The Living Heart Project brings
together leading experts with

the common goal of developing
and validating highly accurate
personalized digital models of

the human heart.
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„A fantastic feeling“
Zurich-based startup MyoSwiss has developed a lightweight
exoskeleton that works like an e-bike for the legs. It assists the wearer’s
movements with electronic reinforcement. Two maxon BLDC motors
operate the sinews that assist the user’s movements. The forces are
channeled from the drive unit into the legs.

maxon international ag
6072 Sachseln, Switzerland
www.maxongroup.com
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THE GREAT CONNECTOR BOWS OUT
His colleagues know and appreciate
him as a celebrated expert for electro-
nics system integration and specialist
for durable chip connections: Professor
Klaus-Dieter Lang is retiring from his
post as the long-standing and success-
ful Director of the Fraunhofer Institute
for Reliability and Microintegration IZM.
Time for a look back at his achieve-
ments and his contributions to the
world of microelectronics.

“People say: You should leave while it’s
still fun.“ Klaus-Dieter Lang cannot see
how this applies to him: “Applied re-
search is always fun, and nowhere more

so than in innovative microelectronics and microsystems technology.“ After
completing a much-celebrated thesis, he set up not one, but several orga-
nizations dedicated to his field of work, was appointed to the Chair of Na-
no-Interconnect Technologies at the Technical University of Berlin, became
an active contributor at countless committees and research bodies, and
doubled the commercial revenue of Fraunhofer IZM almost in passing.

What does retirement have in store for Klaus-Dieter Lang? He will continue
to contribute his voice in his field, as he will remain an active member of a
host of working groups, committees, and events. In his more private hours,
he will indulge in his passion for travel and various sports, and he is already
looking forward to spending more time with his grandchildren – an echo of
his passion for working with and mentoring junior researchers in his time
as an active educator and scientist.

izm.fraunhofer.de/en

MEDIAN TECHNOLOGIES APPOINTS JEAN-CHRISTOPHE
MONTIGNY AS CFO

Median Technologies (ALMDT) today
announces the appointment of Jean-
Christophe Montigny as Chief Finan-
cial Officer. He will be a member of
Median's executive committee.
Jean-Christophe Montigny succeeds
Bernard Reymann, who is stepping
down after more than 8 years with
the Company.

“We are very happy that Jean-Christ-
ophe Montigny is joining our compa-
ny. His experience in supporting the

growth of companies such as Median as well as in preparing for a listing on
the NASDAQ are decisive factors for our company. Jean-Christophe will be key
for the next milestones in Median's stock market and financial history, “said
Fredrik Brag, CEO and founder of Median Technologies.

“We would also like to sincerely thank Bernard Reymann for his daily involve-
ment and for more than 8 years as CFO of Median. Bernard was very active in
the development of our company and supported all stages after our IPO in
2011. We warmly wish him the best of luck and success in his new personal
endeavors“.

www.mediantechnologies.com

MERCK ANNOUNCES APPOINTMENT OF HEAD OF CHINA &
INTERNATIONAL FOR HEALTHCARE

Merck, a leading science and
technology company, today an-
nounced that Hong Chow will join
its Healthcare business sector as
Head of China & International on
October 1.

In this role at Merck, Chow will
lead China, Japan as well the re-
gions Europe, Latin America,
Asia-Pacific and Middle East, Af-
rica and Russia, the franchise of
Cardiovascular Metabolism & En-

docrinology (CM&E), and the Global Business Innovation team. Chow will
report to Peter Guenter, Member of the Executive Board of Merck and CEO
Healthcare. She will serve as a member of the Healthcare Executive Com-
mittee, and be based in Shanghai, China.

“Hong’s international experience and strong track record of bringing inno-
vative medicines to patients in need across both developed and emerging
markets, most notably China, will help drive our company’s strategic priori-
ties,“ said Guenter. “I look forward to Hong joining our team and contribu-
ting to both our purpose for patients and our Healthcare performance.“

www.merckgroup.com

Prof. Dr.-Ing. Dr. sc. techn.
Klaus Dieter Lang

Jean-Christophe Montigny

Hong Chow
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MACNICA ATD EUROPE INTRODUCES NEW CEO
On the occasion of VISION 2021 in
Stuttgart, Macnica ATD Europe to-
day officially introduced Mr. Shoichi
Teshiba as the new CEO of all Euro-
pean Macnica operations. Shoichi
Teshiba, who since June 2021 has
been leading the former entities
Macnica GmbH and ATD Electroni-
que which became Macnica ATD Eu-
rope, is a long-term member of the
executive management team from
Macnica Inc., the parent company
to Macnica ATD Europe. “It is a great
pleasure to follow the footsteps of
Antoine Hide who founded ATD Elec-

tronique more than three decades ago. On behalf of the entire Macnica team
I can assure all ATD partners and customers continuity in business culture
and strategy“, said Shoichi Teshiba. “Even despite all restrictions caused
by the pandemic in the past months both Macnica and ATD members have
formed a team in a unique effort of merging all operations.“

Antoine Hide, founder and former CEO of ATD Electronique which he sold to
Macnica Inc. will serve Macnica ATD Europe in a consulting position for a
transition period. “In Macnica Inc. I found the perfect partner to integrate
my former company since both enterprises share the same values. Under the
exceptional challenges we have all been facing in the last 18 months I de-
cided to extend my consulting role to assist on the few remaining tasks of
the integration process.“

www.macnica-atd-europe.com

DR. KLAUS GEIßDÖRFER BECOMES NEW CHIEF EXECUTIVE
OFFICER OF EBM-PAPST

With effect from November 1, 2021,
Dr. Klaus Geißdörfer (47) will beco-
me the Chief Executive Officer, the
Chairman of the Group Executive
Board of the ebm-papst Group with
its headquarters in Mulfingen (Ba-
den-Württemberg). The technologi-
cal leader for fans and motors is
welcoming an executive with corpo-
rate and transformation experience
to successfully further develop the
family company. Thomas Wagner
(62) is taking over as deputy again,
as planned in advance, after having

led the company in the interim. He will support Dr. Geißdörfer in his induc-
tion and provide active support for the ongoing strategy and transformation
process in his role as COO.

Dr. Klaus Geißdörfer has many years of international experience in top ma-
nagement positions at prominent companies. Most recently, he was mana-
ging director at ONE LOGIC, a leading company in data science and artificial
intelligence. From 2016 to 2020, he was in charge of the global industrial
arm of technology company ZF Friedrichshafen AG as the head of the indus-
trial technology division. Before that, Geißdörfer worked in various manage-
ment positions for the automotive and industry supplier Schaeffler for over
13 years, including as a member of the industrial management board and
as chairman of the industrial applications division.

www.ebmpapst.com

BVMED MANAGING DIRECTOR DR. MARC-PIERRE MÖLL
APPOINTED TO THE EXECUTIVE BOARD

The Executive Board of the German
Medical Technology Association
(BVMed) appointed Association Ma-
naging Director Dr. Marc-Pierre Möll
(56) to the BVMed Executive Board at
its meeting on December 13, 2021.
Möll had taken over the manage-
ment of BVMed from Joachim M.
Schmitt in April 2019. “By appoin-
ting him to the BVMed board, we are
honoring Dr. Möll's achievements in
the organizational, political and
strategic development of the asso-

ciation,“ said BVMed board chairman Dr. Meinrad Lugan. In the last two and
a half years, BVMed has opened up to suppliers, the specialist and whole-
sale trade, and providers of digital health applications, among others, and
has modernized its committee structures. New working groups have been
established for the outpatient and inpatient healthcare market, for digiti-
zation, and for politics and public relations, and new departments have
been set up for the environment and sustainability, for data strategy, and
for robotics. In addition, the office was technically and organizationally mo-
dernized and expanded to enable agile working and improve member ser-
vices. With the founding of the BVMed Academy, BVMed also offers continu-
ing education and training courses for the medtech industry as a whole.

www.bvmed.de

Shoichi Teshiba

Dr. Klaus Geißdörfer

Dr. Marc-Pierre Möll
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INTUITIVE SURGICAL
CONTINUES TO LEAD ROBOTIC
SURGERY MARKET, BUT WILL
NOW FACE COMPETITION

Following the release of Q3 2021 financials from Intuitive Surgical
Brian Hicks, Senior Medical Devices Analyst at GlobalData, a lea-

ding data and analytics companies, offers his view:

“Intuitive Surgical continues to consistently deliver on its strong financial
performance, as it remains the leader of robotic-assisted surgery (RAS) sys-
tems with its signature da Vinci RAS system. According to GlobalData, the

RAS systems market was valued at over $1.5bn in 2020, the majority of
which was concentrated in the US. By 2030, it is expected to grow at a com-
pound annual growth rate (CAGR) of 7.6% to $3.2bn, driven by the ability of
RAS systems to perform more complex MIS procedures, incorporate advan-
ced integrated technologies and improve surgical outcomes.

“Intuitive Surgical is no longer immune from aggressive market competi-
tion. For years the company was the only major player in the robotics market,
but other companies are slowly catching up. Stryker’s Mako system continu-
es to dominate robotic knee replacements, while Medtronic has gained a CE
mark for its Hugo RAS system for use in urological and gynaecological pro-
cedures. With the CE mark, Medtronic is set to immediately grow its Euro-
pean RAS systems market share by competing against Intuitive Surgical.
„Another key player in this market is Johnson & Johnson, however, it has
disclosed a two-year delay on its Ottava RAS system rollout, citing technical
and supply chain challenges. Clinical trials for the Ottava RAS system were
initially planned for 2022, but this set back will postpone its market entry
for commercial use until at least 2025. This provides Medtronic valuable
time to establish itself as the main competitor against Intuitive Surgical,
which remains the pioneer and leader of RAS systems.“

L➚ www.globaldata.com

ETTEPLAN ACQUIRES BST
BUCK SYSTEMTECHNIK GMBH

Etteplan acquires BST Buck Systemtechnik GmbH from Brunsbüt-
tel in the Northern part of Germany. The company specializes in

Software Development, Process Automatization & Hardware Engineering
and employs slightly more than 30 specialists. BST Buck Systemtechnik
GmbH ’s customers operate in Chemical, Pharmaceutical, Energy and Food
& beverage industries.

“The acquisition of BST Buck Systemtechnik GmbH is a nice continuation in
our growth story in Germany. It complements really well our current opera-
tions in industrial automation and process engineering and creates a stron-
ger and wider growth platform for us in the important engineering market
in Germany“, says Riku Riikonen, SVP, Engineering Solutions, Etteplan
The parties have agreed not disclose the price of transaction. Currently Et-
teplan operates in 8 different cities in Germany and employs there more

than 210 technical experts, more than 160 of them specializing in enginee-
ring solutions. Etteplan first started its operations in Germany through the
acquisition of Arvato AG’s technical documentation business in 2015. In
2019 Etteplan expanded its operations in Germany to engineering services
and acquired EMP Engineering Alliance and its some 100 industrial auto-
mation and process engineering specialists. In May 2021 Etteplan acquired
technical documentation specialist F.I.T. Fahrzeug Ingenieurtechnik GmbH,
who specializes in governmental utility vehicles and the defense industry.

L➚ www.etteplan.com

FREUDENBERG MEDICAL
EXPANDS SENSOR INTEGRATION
CAPABILITIES FOR CATHETER
MANUFACTURING

Freudenberg Medical, a leading CDMO for medical components
and extrusions, finished catheters, and medical devices for mini-

mally invasive applications, has increased capabilities for sensor integra-
tion into catheter platform solutions.

New therapies in electrophysiology, neurovascular, imaging, and renal de-
nervation markets are requiring our industry to integrate more functionality
into less space. Miniaturization and the integration of intricate sensors is a
key challenge. As a manufacturing and development partner, we offer our
customers new technologies for this quickly changing landscape.

Freudenberg Medical’s comprehensive catheter development capabilities
include advanced extrusion, handle and shaft development, balloon de-
velopment and manufacturing, hypotubes and metal micro-components,
assembly and sensor integration, and coatings. From concept to commer-
cialization, Freudenberg Medical has all solutions in house to quickly deliver
high quality products to market.

L➚ www.freudenbergmedical.com
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PHILLIPS-MEDISIZE AND EXACT
SCIENCES COLLABORATE TO
FIGHT COLORECTAL CANCER

Phillips-Medisize, a Molex company and leader in drug delivery,
diagnostic and MedTech devices, announces the successful col-

laboration with Exact Sciences, a global leader in cancer diagnostics, to
advance early cancer detection.

Fueled by a relentless pursuit for smarter, earlier life-changing answers
about cancer, Exact Sciences developed Cologuard®, the first and only FDA-
approved noninvasive stool DNA screening test for colorectal cancer. This
mission aligned seamlessly with Phillips-Medisize’s decades of innovation
and world-class product design, development and manufacturing capabi-
lities.

“We offered Exact Sciences a one-stop shop of advanced manufacturing,“
said Paul Chaffin, president, Medical and Pharmaceutical Solutions, Molex.
“From human-factors design, complex molding and reagent handling to vo-
lume manufacturing, finished packaging, as well as labeling and serializa-
tion, we have everything they needed to bring this innovative product to
market. We brought a powerful mix of capabilities and expertise to help
Exact Sciences change the game in the fight against colorectal cancer.“

According to the American Cancer Society, colorectal cancer is the second
most common cause of death in women and men combined in the U.S., re-
sulting in about 53,000 fatalities in 2021. When detected early, about 90%
of stage I or stage II cases are treatable, yet one in three adults over age 50
are late on recommended colorectal cancer screening. Concurrently, new
cases of colorectal cancer are increasing among young and middle-aged
adults, which prompted the United States Preventive Services Task Force
(USPSTF) to recommend screenings starting at age 45. Thanks to transpa-
rent teamwork between Exact Sciences and Phillips-Medisize, Cologuard is
poised to help transform how Americans think about colorectal cancer
screening. Together, the companies ensured every aspect of product perfor-
mance met stringent usability and quality requirements. “Our focus and
mission is really on the patient experience,“ said Tammy Turek-Etienne, VP
of Operations at Exact Sciences. “Everything we do is around quality and
that end-user, so we can ensure they have a really great experience with the
products.“

L➚ www.molex.com

SPT LABTECH INTEGRATES
RECENT ACQUISITIONS INTO
UNIFIED BRAND AND PORTFOLIO

SPT Labtech, a global leader in the design and development of
automated instrumentation and consumables for life science ap-

plications, has unveiled new branding that brings together its technologies
with those from recent acquisitions into a single entity. The merged portfolio
and positioning reflect SPT Labtech's commitment to harnessing the inge-
nuity and product development track record of its extended business to help
scientists do better research.

The unified brand builds on the company’s 2021 strategic acquisitions of
Apricot Designs (’apricot’), a liquid handling instrumentation provider, and
BioMicroLab, a specialist in benchtop automation. The milestone also fol-
lows the recent appointment of a reinforced leadership team for SPT Lab-
tech, tasked with overseeing and consolidating the entire business's com-
mercial, sales and product development operations to further the compa-
ny's ambitious growth plans.

Under the combined portfolio, the acquired businesses’ technologies will
fall under the SPT Labtech brand as dedicated apricot and BioMicroLab pro-
duct lines. All customers will benefit from the industry-leading support ser-
vices delivered by SPT Labtech’s team of dedicated field service engineers
and field application scientists.

David Newble, CEO, SPT Labtech said, “Our goal is to deliver end-to-end
solutions that streamline laboratory workflows. With that in mind, it's an
important step for us to now formally integrate the apricot and BioMicroLab
organisations into the SPT Labtech brand, enabling customers to benefit
from a more seamless experience and interface with the entire portfolio. Our
newly refreshed website, incorporating all ranges, will act as an important
touchpoint for customers.“

L➚ www.sptlabtech.com
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Biggest sales hurdles in GER in 2nd Corona year

Postponed elective surgeries

Decreases in the number of patients in hospitals

Less contact with customers or patients

Rising commodity prices

Uncertainty due to 3rd corona wave / mutations

Declines in physician visits and prescriptions

Price pressure from competitors

Even stronger price pressure from hospitals

Internal supply chain problems / instable supply chains

Budget pressure in hospitals

Hygiene protocols in hospitals

Lack of digital processes with customers

Missing / too expensive protective equipment

Other reasons
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Zurich-based startup MyoSwiss has developed a lightweight
exoskeleton that works like an e-bike for the legs. It assists the
wearer’s movements with electronic reinforcement.

“A fantastic feeling“

Thinking about every single step as you walk? Who does
that? Most of us take the ability to walk for granted. For
Matthias, however, it’s a task requiring great concentra-

tion and effort, because he suffers from the autoimmune di-
sease multiple sclerosis (MS). Nevertheless, he always has a
goal to strive toward – to get up the 135 steps to his vacation
home in southern Switzerland without being ’totally wrecked’
afterwards. So, once a week, the 56-year-old Matthias trains
with the Myosuit.

Mobility despite weak muscles

The Myosuit is an exoskeleton for people who need extra
strength and support in everyday life. It is a training device for
people with movement restrictions in their legs, resulting from
an accident, a chronic disease such as MS, or age-related
muscle weakness. A certain degree of residual muscle func-
tion is a prerequisite for using this soft exoskeleton, which was
developed by Zurich-based startup MyoSwiss. “Everyone
should have the privilege of being able to move freely and wit-
hout restriction, because movement is central to life and cru-
cial for independence and quality of life.“ This is the compa-
ny’s guiding principle, according to CEO and co-founder Jai-
me Duarte.

An ’e-bike’ for the legs

Sitting down, standing up, walking, and climbing stairs all be-
come much easier with the Myosuit. The exoskeleton provides
localized support and strength in the hip area and in the legs –
only ever as much as the wearer needs in certain situations,
such as standing up. “Patients have more stamina because of
the electronic reinforcement of their muscles. It works a bit
like an e-bike for the legs,“ explained Gleb Koginov, senior
mechanical engineer at MyoSwiss.

The Myosuit, which weighs only 5.7 kilograms, is placed on
the hips and legs, over normal clothing. The two electric mo-
tors and the control are housed in a small backpack. They use
cables and passive elements to support flexion and extension
of the hip joint and knee joints. The intensity and sequence of
the electrical support is controlled with the help of motion
sensors on the torso and legs.

Powerful drives for strong legs

“For our exoskeletons, we need compact, quiet drives and mo-
tor controllers which can be integrated directly into the de-
vice, and have high energy efficiency and power density,“ said
Koginov. These requirements are met by the drive combina-
tion of BLDC motor EC-i 40 and GP 42 C gearhead plus ma-
xon’s EPOS4 Module 50/8 digital motor controller. The brush-
less DC-motor EC-i40 is the world champion when it comes to
dynamics and high torque in tight spaces. Jaime Duarte said,
“For us, maxon simply has the best and most powerful motors
we have found on the market. In addition, the support from the
local engineers is very professional.“

With the MyoSuit, Matthias can hike for up to 4 hours. This is made
possible by the low weight of 5.7 kg and the long-lasting battery.

10
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Vision of an everyday exoskeleton

The MedTech company MyoSwiss grew out of an ETH spin-off
in 2017. The team, which now has twelve members, is com-
prised of young engineers, designers, and medical specialists.
They work on further development of the Myosuit every day. It
is already being used in rehab centers and hospitals in Swit-
zerlandandGermany. The goal that JaimeDuarte andhis team
have set themselves is high: “An exoskeleton that can be worn
every day just like a shirt or pants.“

Until that time comes, Matthias keeps training. He is making
progress: He can now get up the stairs to his vacation home
without taking a break. He is less out of breath and in better
shape. “I still have to catch my breath at the top, but who do-
esn’t after 135 steps?“

“Running the Joggathlon with the Myosuit“

Matthias was diagnosed with multiple sclerosis in 1997. The
first few years were not very difficult, but then his ability to
walk deteriorated more and more. For him, this was no reason
to give up his love of exercise and nature. That’s why he’s been
training with the Myosuit for about two years.

MED: How did you find out about MyoSwiss?
Matthias: About two years ago, MyoSwiss presented the Myo-
suit at my multiple sclerosis support group. I tried it out right

there, and walked dozens of times around the table. My legs
felt very light afterwards. That was something special, becau-
se my disease usually makes them very heavy. That effect of
’light legs’ lasted a long time. At that point I knew right away
that I wanted to be a tester for MyoSwiss.

MED: How does the Myosuit make your life easier?
Matthias: It increases my quality of life and maintains it at a
certain level. It supports me in movements that are otherwise
fairly difficult for me. What I lose through MS, I can restore
through training with the Myosuit, at least for a certain time.

MED: What is the furthest distance you have gone so far?
Matthias: After the strength, endurance, and balance exerci-
ses with the Myosuit, I was able to run 1.8 kilometers with the
Myosuit at the Joggathlon in Zurich in 2019. I made the finish
line in 2.5 hours – I had sore muscles the next day but I was
only slightly exhausted. A fantastic feeling!

Facts on the MyoSuit

+ Weight: 5.7 kg (like a hiking backpack)
+ Battery: Depending on use, the battery lasts up to 4 hours
+ Backpack: Comfortbale and as light as a small hiking

backpack
+ Rear side of the drive unit: Two maxon BLDC motors ope-

rate the sinews that assist the user’s movements. The forces
are channeled from the drive unit into the legs

+ Remote control: Via the MyoSuit Controller
+ Harness: Holds the drive unit and battery of the Myosuit. It

consists of shoulder straps, hip belt, and chest strap.
+ Sensor cable: Conducts the data from the sensors in the

knee braces to the drive unit.
+ Passive components: Elements like rubber bands sup-

port the flexion of the hip, knee and ankle joints

Author:
Anja Wieder

Lunges, rowing, climbing stairs: Once a week, Matthias trains with the
exoskeleton to build up muscle strength. His big goal: to make it up
the 135 steps to his vacation home without being totally exhausted
afterward.

Two maxon BLDC motors operate the sinews that assist the user’s
movements. The forces are channeled from the drive unit into the
legs.
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MED Software Artificial Intelligence

An AI Modeling Technique from the Automotive Industry improves
Eye Surgery Results.

Cataract Patients See
Better Results with AI
Acataract is an opacity that forms within the lens of the

eye, causing blurred vision. If the opacity is very dense,
blindness may result. Millions of people turn to cata-

ract surgery each year to restore their vision. During the proce-
dure, an ophthalmologist surgically removes the natural lens
of the patient’s eye and replaces it with an artificial one called
an intraocular lens (IOL). Cataract patients rely on their sur-
geon’s training and experience. They also depend on the sur-
geon to select the correct power IOL. For some special types of
IOLs, the implantation of the correct power determines the
procedure’s success.

Some measurements of the human eye may vary significantly
from person to person. These variations make it difficult to ac-
curately predict the power of the artificial lens needed for an
optimal postoperative result. Ophthalmologists have long re-
lied on formulas based on traditional Gaussian optics to esti-
mate the correct IOL power. The calculations utilize standard
measurement techniques and a wide range of commonly used
formulas. A result of ±0.50 diopters (D), a measure of lens

power, is considered a successful surgical outcome. The cal-
culations typically provide a 78% success rate within ±0.50
D. With an estimated 28 million people receiving cataract sur-
gery worldwide each year, the success rate leaves many pa-
tients with a result that may be different than anticipated.

“Although refractive outcomes continue to improve, all of us
in ophthalmology who do cataract surgery occasionally strug-
gle with the outcomes. Of course, we would all like every pa-
tient to have a perfect result,“ says Warren Hill, M.D., an opht-
halmologist who has been performing cataract surgeries for
35 years. “Traditional mathematics didn’t allow us to get the
right answer as often as we would like.“

Dr. Hill explains that ophthalmologists have been making stri-
des toward more precise calculations over the last 40 years
but describes these improvements as “painfully incremen-
tal.“ Part of the problem, he says, is that not enough ophthal-
mologists have been thinking outside the box—an issue that
doesn’t plague Hill. He is a trained artist, experienced writer,
and well-practiced doctor. Hill is also a commercial pilot and a
member of a close-formation military airplane demonstration
team in his spare time. He constantly seeks new information.
Hill’s thirst for new information was particularly fruitful after a
10-year endeavor to better calculate individual cataract pa-
tients’ IOL power, regardless of their unique eye structure.

“We would all like every patient
to have a perfect result.
Traditional mathematics really
didn’t allow us to get the right
answer as often as we would
like.“

Dr. Warren Hill, creator of the
Hill RBF Calculator

Cataract symptoms include color perception changes due to yellowing
of the lens, blurred vision, and double vision or ’ghosting’.
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Hill’s approach, which harnesses the power of artificial intelli-
gence (AI), drove the ±0.50 D surgical success rate to 90%.

Lessons from the Automotive Industry

Hill realized that a completely novel way to calculate the lens
power was needed. “Ophthalmologists know a lot about eye
surgery, but almost none are trained as mathematicians or en-
gineers,“ he concedes. “You have to be willing to go outside of
your specialty to solve long-standing problems in new ways.“
Hill knew MathWorks provided industrial-strength math tools
and thought MATLAB® might be useful for modeling patient
data. He partnered with engineers at MathWorks, one of whom
was familiar with a similar modeling problem from the auto-
motive industry: powertrain optimization. To optimize engine
fuel efficiency and performance, automotive companies use
response surface models such as Radial Basis Functions to re-
late engine control settings to engine responses and find the
optimal combination of engine settings to store in the electro-
nic engine controller.

Pete Maloney, a development engineer at MathWorks, became
familiar with this approach through his previous automotive
industry experience. When Hill approached the team at
MathWorks with the goal of optimizing the optical power of in-
traocular lenses for cataract surgery patients, Maloney un-
derstood that the radial basis function (RBF) used to model
complex engine behavior in automotive engine calibration op-
timization could also be applied to a problem like this.

“Completely new ideas in mathematics are relatively uncom-
mon,“ observes Hill, “but applying existing ideas in complete-

ly new ways is a very common approach to problem-solving.“ A
predictive RBF network model must be trained with high-qua-
lity data. Existing data for eye measurements had previously
been gathered using inconsistent and sometimes poorly vali-
dated methods. Hill knew that getting a good RBF model fit
and prediction would require much higher-quality data than
normally available.

Hill reached out to Doug Koch, M.D., a professor of ophthal-
mology at Baylor College of Medicine, and Li Wang, M.D.,
Ph.D., an associate professor of ophthalmology at Baylor Col-
lege of Medicine, with experience in biomedical statistics. To-
gether, they outlined the level of accuracy that a project such
as this would require to be successful.

With appropriate methods and standards for data collection in
place, Hill then sought to recruit the most experienced opht-
halmologists he knew, enlisting trusted colleagues both in the
United States and abroad. These ophthalmologists began col-
lecting detailed measurements of patients’ eyes before cata-
ract surgery using Haag-Streit’s highly accurate Lenstar bio-
meter, along with the observed postoperative outcomes.

Based on 802 validated measurements and postoperative re-
sults, the initial effort tested the premise that an artificial in-
telligence model could accurately calculate the power of an
intraocular lens to be placed inside the human eye. The pre-
dicted outcomes for this relatively small dataset easily met the
criteria outlined by Dr. Wang. With that hurdle cleared, the
project moved forward to create a completely new tool for
ophthalmic surgeons to use to obtain improved accuracy for
cataract surgery refractive outcomes.

Radial basis function (RBF) IOL calculator model developed in MATLAB.
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Seeing Clear Results

Next, MathWorks used a much larger dataset of approximately
3,400 surgical cases by surgeons in many countries around
the world and fit an RBF model to this data. The team exported
the model to Simulink®, a graphical environment for desig-
ning, simulating, and testing systems, and then generated
code from the model and deploy it to the Lenstar device. The
calculator is known as the Hill-RBF calculator. An online ver-
sion of this calculatorwas also released simultaneously, so any
ophthalmologist worldwide would have access.

The calculator, launched in 2016, was quickly adopted by the
worldwide ophthalmic community. Upon seeing the calcula-
tor’s success, Hill’s team decided to refine the tool further.
This involved reaching out to more ophthalmologists, training
them on collecting the data, and creating a more inclusive and
accurate AI model. In total, 44 investigators across 20 count-
ries have participated. Surgeons who contributed their cases
have all done so on a volunteer basis.

Using updated and refined versions of the calculator that incor-
porate a much larger dataset, surgeons are now seeing outco-
mes at a 90% ±0.50 D accuracy, compared with the 78% suc-
cess rate of the more commonly used traditional and older
Gaussian formulas. To put that in perspective, with approxima-
tely 28 million surgeries conducted worldwide annually, a 12%
improvement inoutcomeswould result in3.4millionadditional
surgical successes. For people with myopia, the calculator’s
success rate is even higher. “This has been a major advance in
ophthalmology,“ says Hill. “Calculating the power of IOLs in a
consistently accurate manner is something we have been strug-
glingwith for40years, and, thanks to theworkof a lot of people,
we were able to dramatically increase the accuracy.“

As Hill attended conferences, presented multiple named lec-
tureships on this topic, and spread word of the calculator
around the world, the calculator steadily gained popularity. He
has made this tool available online for anyone to use and at no
charge from the very beginning. The second version of the Hill

RBF calculator, based on data from more than 12,000 eyes,
was launched in 2018. It has become the second most popu-
lar calculator inNorthAmerica for Lenstar users for estimating
the power of intraocular lenses, and has been used in more
than 2 million operations worldwide.

The recently launched third version relies on data from an ex-
panded number of eyes. Now, Hill’s team is working on a com-
pletely new version of the calculator, including data from new
populations through collaboration with ophthalmologists
from other countries, such as China. Eyes frequently show
anatomic differences across populations, and optimizing an
AI IOL power selection model specifically for these groups of-
fers the possibility of improved calculation accuracy.

Another important outcome of the Hill RBF calculator is the
ability to better predict the likelihood of successful surgery for
individual patients. Embedded in the tool is what is known as
a boundary model. This is an additional model (convex hull) of
the outer boundaries of the training dataset. If a person’s eye
varies too much from the training data, this boundary model
will indicate that the RBF IOL prediction may not have suffi-
cient data to determine the correct lens power.

“It’s the first time in eye surgery that anybody’s been able to be
told, prior to surgery, the chances of having accuracy at a cer-
tain level,“ explains Hill. He says that working on this project
has been very rewarding, especially in terms of feedback from
ophthalmologists from around the world. “Many surgeons are
now using this calculator exclusively and their outcomes are
quite amazing,“ says Hill.He remembers his father once tel-
ling him that there is nothing more powerful than a good idea.
He considers the use of AI for cataract surgery IOL power se-
lection to be a once-in-a-lifetime good idea he is proud to
share with the world.

“And we’re going to make it even better. We’re on version three
and, you know, from my wheelchair at the nursing home I’ll
probably be working on version 48, just trying to make it better
and better.“

Author:
Dr. Visa Suomi
Medical Devices Industry Manager
vsuomi@mathworks.com

Single-piece acrylic IOL prior to its insertion into the eye.

CONTACT

The MathWorks GmbH
Adalperostr. 45
D-85737 Ismaning
www.mathworks.com
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Kistler Group
Switzerland 

Eulachstrasse 22 
8408 Winterthur 

Phone +41 52 224 11 11 
info@kistler.com 
www.kistler.com

Kistler Group
Kistler is the global market leader for dynamic 
pressure, force, torque and acceleration mea-
surement technology. Customers in industry and 
scienti�c research bene�t from Kistler’s experi-
ence as a development partner and its unique 
sensor technology, enabling them to optimize 
their products and processes so as to secure 
sustainable competitive edge. 

Demands in the industry are rising

Manufacturers of medical devices face several 
challenges. While regulatory requirements and 
customer expectations regarding quality assur-
ance, transparency, traceability, and documenta-
tion are on the rise, parts are becoming more 
complex while prices are declining. Kistler aims to 
help manufacturers throughout the world achieve 
the highest quality standard at each stage of 
production and to reduce operating costs. 

Comprehensive portfolio for medical 
device manufacturing

Kistler’s portfolio for medical device manufactur-
ers combines intelligent, modular process 
monitoring systems, miniature pressure, force 
and torque sensors, and digital tools for en-
hanced connectivity. The solutions enhance 
medical device manufacturing across the entire 
value chain – from micro-molding/injection 
molding, assembly and joining systems, to testing 
and quality assurance. Kistler supports its 
customers from design concept through product 
development and quali�cation to production. The 
solutions enable customers to achieve zero-
defect production, enhance process stability, and 
implement product traceability with a reduced 
outlay on documentation.

Measuring cavity pressure:  
the key to zero-defect production

Cavity pressure is a direct criterion for determin-
ing part quality during the production of plastic 
components, as it re�ects the conditions during 
the injection process. As a result, cavity pressure 
plays a key role in transparent process monitor-

ing. Kistler offers an extensive range of high-
precision pressure sensors as well as the Como-
Neo system for automatic process monitoring and 
analysis in injection molding. Together, they 
enable the automated separation of scrap parts 
on the basis of cavity pressure measurements – 
the goal being zero-defect production. 

FDA- and MDR-compliant quality testing

In turn, the new maXYmos TL ML process 
monitoring system helps improve the production 
quality of medical devices during joining and 
assembly processes and in testing procedures. 
To develop the latest version of its tried-and-
tested maXYmos system, Kistler has joined forces 
with partners in the mechanical engineering and 
plant construction industry. The maXYmos TL ML 
was launched in May 2020, offers FDA- and 
MDR-compliant functionalities and can easily be 
quali�ed and validated for integration into existing 
quality management systems. 

Company Pro�le

At a glance

Kistler’s portfolio for medical device manu-
facturers:

 ■ A wide range of highly sensitive, small, 
and extremely robust piezoelectric sensors 

 ■ Process monitoring system ComoNeo for 
injection molding with several features 
for increased process transparency and 
stability offering OPC UA-based data 
exchange

 ■ Process monitoring system maXYmos for 
assembly and joining processes, offering 
OPC UA interface, and the latest addition, 
maXYmos TL ML, offering additional FDA 
and MDR compliance

 ■  Digital tools for enhanced connectivity, 
e.g., the digital charge ampli�er 5074B

 ■  Extremely robust connecting cable 
(1900A23A) for highly dynamic applica-
tions in machine environments, designed 
to withstand at least 10 million bending 
cycles

Process monitoring system ComoNeo for injection 
molding includes several features to optimize pro-
cess transparency and stability, e.g., online quality 
prediction for each part being produced. 

Process monitoring system maXYmos TL ML for as-
sembly and testing is ideal for small measurement 
ranges and is FDA- and MDR-compliant.
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The Living Heart Project brings together leading experts with
the common goal of developing and validating highly accurate
personalized digital models of the human heart.

The Living Heart Project:
A Heart for Simulation
If the human body operates under the same laws of nature

as man-made machines, can the same tools be effective?
What has been standard in other industries for many years

is currently gaining ground in the healthcare sector – the simu-
lation and modeling of reality in the virtual world. Digital
image reconstruction of real objects and processes makes it
possible, to accurately recreate a beating heart, while simula-
tion can help predict the success of treatments. In the future,
simulating an entire human body with all its functions and
interactions could enable physicians with a new set of tools.
By using so-called virtual twins, valuable insights can be gai-
ned to advance medicine, research and patient care.

Digitalization in the field of medicine

Technology has become an integral part of most people's lives
and is increasingly changing society and the economy. The di-
gital transformation has also reached the healthcare sector
and is increasingly determining trends and developments. So-
me standards have already become established, such as the

digital medical history sheets for easier filing and storage. Ma-
ny patients are also simply used to utilize the convenience gi-
ven through smartphones and wearables to track their daily
activities or monitor blood pressure and blood glucose levels.
These digital solutions also offer major undeveloped advan-
tages in medical research, development and patient treat-
ment – for example, through the use of virtual twins.

Using the virtual world to improve patient care

The use of simulation and 3D modeling for the development
and testing of new products is common practice in a broad va-
riety of industries. In the automotive industry, for example, rela-
tively few physical crash tests are carried out anymore – these
are largely performed in a virtual environment. This is the result
of a dedicated effort by the industry to create accurate simula-
tionmodels. Inmedicine,however, it is still commonpractice to
use2D images that cannotprovideacompletepictureof thepa-
tient.Now that thisdata isdigital, transforming the standard in-
to 3D will allow what works well in other industries: a virtual

Digital image reconstruction of real objects
and processes makes it possible to faithfully
recreate the beating heart of a human being.
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twin. Creating a virtual representation of real objects and pro-
cesses makes it possible, to virtually analyze body parts, indivi-
dual organs or the entire human body – and by training the mo-
dels with real patient data, simulate outcomes using the same
conditions as what can be seen in real patients. What seems
abstract at first glance is something thatmanypeoplecanalrea-
dy well imagine for the benefit of their health. A study by PwC
found that amajoritywouldgenerally support theuseof a virtual
twin for medical purposes. However, many believe that a virtual
representation of their own body should only be used when suf-
fering from a chronic or rare disease.

One medical discipline that could benefit particularly strongly
from the use of virtual twins is cardiology. The Heart Report
published by the Heart Foundation shows that cardiovascular
diseases are by far the most common cause of death in most
Western countries. Modern treatment methods and preven-
tion are important pillars for improving patient care. To better
analyze and research the human heart and test treatments,
Dassault Systèmes launched the Living Heart Project in
2014.

The Living Heart Project

To make the virtual twin of the human heart possible, more
than 100 physicians, researchers, industry partner and also
authorities were involved. Working together with Dassault Sys-
tèmes, they created the first realistic 3D simulation of a beat-
ing human heart. This simulation can accelerate and optimize
development cycles and test series. For example, it is possible
to better adapt artificial heart valves to patient disease condi-
tions in the virtual heart – eliminating many of the time-consu-

ming physical tests on animals or physically made laboratory
models. In addition, the virtual heart can be modified to fit for
larger patient groups or even specific patient situations. This
adaptability offers many possibilities and will grow in import-
ance as the technology matures. Already today, personalized
heart models are guiding treatments in operations to correct
severe heart defects in newborns. Here, with the guidance of
the physician, many virtual operations can be performed to
identify the best approach. Medical students and clinical staff
also benefit from the Living Heart – the virtual twin of the heart
can be used to train physicians in complex surgical procedu-
res to ensure a high quality standard when operations are per-
formed on the real patient. Thanks to the Living Heart Project,
the virtual twin improves patient care, advances science and
research, and accelerates innovation.

Working together for greater results

For such a project to work, collaboration across a wide ran-
ge of disciplines is essential. Data silos need to be broken
down, insular knowledge needs to be pooled, and the per-
spectives of different disciplines need to be taken into con-
sideration – from Dassault Systèmes as an expert in techno-
logy and simulation, to practicing cardiologists, to regula-
tory authorities. This cross-disciplinary collaboration is
enabled by Dassault Systèmes' 3DEXPERIENCE platform –
a cloud-based data platform that centralizes all informa-
tion. This allows all parties involved to access the respecti-
ve project in real time and implement adjustments imme-
diately. As a ’single source of truth’, the platform creates
seamless collaboration and boundless knowledge transfer
between all parties.

In collaboration with Dassault Systèmes experts from around the world developed the first realistic 3D simulation of a complete beating heart.
This simulation can accelerate and optimize development cycles and test series.
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The future of simulation in healthcare

What is still being researched today may already contribute to
raising patient care and the development of drugs or medical
technology to a new level tomorrow. Together with partners,
Dassault Systèmes is therefore already working on further pro-
jects: the Living Lung and the Living Brain. The virtual models
of these complex organs are already so advanced that it is pos-
sible to think one step ahead – combining the various indivi-
dual models and thus simulating the entire human body. Such
use of the virtual twin paves the way for a next generation of
personalized medical care. Every patient will be able to recei-
ve the exact treatment that is tailored to his or her body, genes
and metabolism.

MORE BELIEF THAN CERTAINTY
Commentary by Marc-Benjamin Aurin

The newly elected german government is committed to „high medical tech-
nology made in Germany“. Medical technology is actually mentioned verba-
tim in the coalition agreement between the SPD, FDP and Greens. That's a
big step forward from previous works. But what value does such a commit-
ment actually have? As a young man, I often muttered a confession of faith
at church services. But I was not really convinced. Perhaps I did it because
everyone did it that way.

So how does it look in practical politics? The agreement of the parties does
not name any concrete measures. Everything is written more between the
lines. The coalition wants to invest in research, exploit the potential of digi-
tization and expand telemedicine. Hospital financing is to be structurally
developed further through hybrid DRGs. The word ’digital’ appears a total of
200 times in the text, and ’digitization’ 57 times. And yet, people met to sign
with pens and lots of paper in attendance. In the days of Corona, the con-

tract could have been presented digitally. First, electronic signatures are
commonplace today. And secondly, the government would have sent out a
signal - to all those who have been suffering from the restrictions for
months.

All the buzzwords in the contract sound fine and dandy. But in the end, how
much money and support will actually reach the small, medium-sized com-
panies in the medical technology sector? A sense of vagueness runs through
the 178 pages. One of the key words is ’Bureaucracy Relief Act’. Will this
really relieve the burden, or is it just chic to call for such a thing? In connec-
tion with the high bureaucratic hurdles of the Medical Device Regulation,
less bureaucracy would actually be a blessing for companies. This also ap-
plies to proven existing and niche products. Many are threatened with ex-
tinction on the market because of bureaucratic obstacles. No patient or vo-
ter can wish for that.

There is not much explicitly written out in the coalition agreement. You pro-
bably just have to firmly believe in it and make a commitment.

Author:
Steve Levine
Sr. Director of Virtual Human Modeling
Dassault Systèmes

Marc-Benjamin Aurin, Editor of MED engineering

CONTACT

Dassault Systèmes
10, Rue Marcel Dassault
F-78140 Vélizy-Villacoublay
www.3ds.com
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How should medical technology make better use of the opportuni-
ties offered by the internet of medical things and what are the
resulting benefits? Jochen Scharafin provides the answers.

Fit for the Internet of
medical things
It is a champion which emerges in all industries: the Inter-

net of Things (IoT, or Internet of Medical Things, IoMT)
creates value by driving process optimization and opens

up new business opportunities. However, there are some obst-
acles in its path towards success. They include the need to
quickly adopt new types of IoT data from multi-vendor devi-
ces, sensors, and third-party applications into existing core
business applications. What characterizes organizations
which have managed to tap into new and sustainable business
opportunities? They have mastered both device data interope-
rability and the integration of existing applications.

Let us now take a look at conventional predictive maintenan-
ce. Based on past and present data, it has been around for a
long time. IoMT has been ushering in a new era here: proactive
predictive device management is the new kid on the block.

These service standards are becoming obsolete

Calendar entries, archived documents, and periodically recur-
ring technical checks for specific medical devices used to pro-
vide the basis for maintenance intervals in service concepts.
Add here remote connections linking equipment with the ma-
nufacturer or their partners. In those concepts, however, only
the current actual status and/or past usage data of the machi-
ne are collected and analysed retrospectively. No existing in-
formation in the clinical context of the medical device is taken
into account. No insights are garnered into how the medical
device in question is going be utilized and used in the future.
This is where the Internet of (Medical) Things – Industry 4.0
comes in. Predictive maintenance is considered a prime and
successful example: machines produce alerts to maintenance
needs when required; medical devices provide real-time infor-
mation about their utilization and current condition. Enter
prediction!

The next level of predictive maintenance

As is frequently the case, the key to unlocking added value lies
in linking existing parallel pools of information. You may be fa-

miliar with this scenario from modern cars. Upon starting the
ignition, you’ll receive the following message on the dashbo-
ard: ’Oil service in30days’.Howdo youdealwith this informa-
tion? Where and how does the automobile acquire this infor-
mation?

It is already established practice to store certain service proto-
cols which recommend certain service procedures at periodic
intervals, e.g. every 12 months. In more modern cars, there
are also sensors that permanently monitor the current condi-
tion of the car and its engine. This may include clogging of fil-
ters or wear of brake pads.

The information status regarding the current condition of the
vehicle is based on usage data from the past. In the best case,
a condition report from usage data in the past may be combi-
ned with the current condition of the vehicle. For the recom-
mendation to perform an oil service in 30 days, the algorithm
has no information about what future plans may be populating
the car user’s calendar.

For medical devices, the situation is similar to that of the auto-
motive industry. However, there is a wealth of information ab-
out how the medical device in question will be used and utili-
zed in the future – in HIS, RIS/PACS, LIS, and further software
systems. We can enrich device data with information about fu-
ture events, through the entire clinical context of device usage
or electronic calendars of all sorts, e.g. a DICOM worklist and
further planning systems.

Radiation therapy provides an example

In medical technology, we are sometimes dealing with highly
complex electronic and electromechanical systems that are
integrated into an extremely multi-faceted and efficiency-dri-
ven workflow. Let’s take a closer look at radiotherapy to de-
monstrate the concept of proactive predictive maintenance
management: Radiation therapy uses highly expensive equip-
ment. Investments costs prohibit the use of backup devices
that one could easily turn to. At the same time, radiation pro-

19

»

19

http://www.med-eng.de


MED engineering INTERNATIONAL/2022 www.med-eng.de

MED Software Internet of medical things

cedures are lengthy processes that depend on precise plan-
ning and day-by-day regularity. The treatment is carried out in
fractions the scheduling of which is spaced out per patient
over several weeks.

Accordingly,therearealreadyhighlysophisticatedmeasurestocope
with,orprevent,failures.Thelinearacceleratorsarealreadyconnec-
ted remotely with the manufacturer, analysis functions are perfor-
med,andthemedicalphysicistknows ’his/hermachine’exactly.

Inradiotherapy,exact informationexistsabout theplannedutiliza-
tion of amachine. There is data aboutwhich irradiations, inwhich
intensity andduration, are scheduled for theupcomingweeks. In-
formationisavailableaboutpastutilizationandthecurrentstateof
the linear accelerator. There is also information about future utili-
zation intermsofqualityandquantity intheradiotherapyplanning
system.Andinformationaboutpatient-specificfactorsallowscon-
clusionstobedrawnabouttheintensitywithwhichthelinearacce-
leratorwill beused for the respective treatment.
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Overview of the components and interfaces of the InterSystems IRIS for Health. For predictive maintenance, enormous amounts of data of
different types and sources are brought together in one place to bridge the gap between Industry 4.0 and Medical Technology 4.0.
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A ’smart’ linking of all this existing information (machine data,
scheduling, patient data, etc.) with an AI-supported mecha-
nism would be able to run analyses both retrospectively AND
prospectively – enabling high availability.

Concrete benefits

With proactive control over the maintenance process, the fol-
lowing goals can be achieved:
+ cost efficiency,
+ improved workflow efficiency,
+ and ultimately, enhanced patient comfort and safety …
… in lieu of a vague maintenance recommendation (’oil ser-
vice in 30 days’) or, in the worst case, of an – actually predic-
table – machine failure with all the inconveniences or even pa-
tient hazards that come with it. A modern extended Predictive
Maintenance Management approach represents a combina-
tion of classic predictive maintenance, smart maintenance,
and service management taking future events into account.
For such IoMT projects, a platform is required which …
+ is characterized by performance and scalability,
+ offers integrated machine learning capabilities,
+ speaks to both industry and healthcare poviders in terms

of interoperability.
With the Internet of Things, new sustainable service offerings,
process optimization, and innovative business models for com-

panies can turn into reality. Comprehensive data strategy and
data technology are basic prerequisites for long-term success in
IoMT.With InterSystemsIRISforHealth,medical technologyde-
signers and developers are not only able to bring together enor-
mousamountsofdataofdifferent typesandfromvarioussources
in the right place at the right time for predictive maintenance.
They can also build a bridge between Industry 4.0 and Medical
Technology4.0.Predictivemaintenance that takes futureevents
into account thus turns into a readily available option.

HEALTHCARE INSTITUTIONS MUST RAMP UP CYBERSECURITY
MEASURES TO BOOST PATIENTS’ ACCEPTANCE OF RPM DEVICES

The COVID-19 pandemic has prompted a rapid increase in the
integration and development of new technologies in the medical

industry such as remote patient monitoring (RPM) devices. In fact, a survey
by leading data and analytics company GlobalData notes that 66% of re-
spondents stated they are more likely to use this technology since the pan-
demic. However, cyber and ransomware attacks are an ever-pressing con-
cern and, if not addressed promptly, will act as a serious set back to adop-
tion.

Kamilla Kan, Medical Analyst at GlobalData, a leading data and analytics
company, comments:

“GlobalData’s survey highlights that a significant number of healthcare
professionals (17%) have concerns over data privacy, and these institutions
must quickly ramp up their cybersecurity to avoid financial and clinical los-
ses. Further, improving cybersecurity and the ways data are collected and
handled will provide an increase in acceptance rates among patients and
medical professionals.

“While efforts such as the ’Zero Trust’ principles proposed by Becton, Di-
ckinson and Company have helped provide better protection for patient
data, the amount of cyberattacks and ransomware hacks healthcare orga-

nizations experience increases every month. With healthcare organizations
containing valuable patient’s data information and having obsolete protec-
tion against cyberattacks, hackers will continue to target healthcare insti-
tutions unless they significantly improve their cybersecurity.“

About GlobalData
4,000 of the world’s largest companies, including over 70% of FTSE 100 and
60% of Fortune 100 companies, make more timely and better business de-

cisions thanks to GlobalData’s unique data, expert analysis and innovative
solutions, all in one platform. GlobalData’s mission is to help our clients
decode the future to be more successful and innovative across a range of
industries, including the healthcare, consumer, retail, financial, technology
and professional services sectors.

Author:
Jochen Scharafin
IRIS for Health Data Platform Business Unit
InterSystems GmbH
Jochen.Scharafin@InterSystems.com
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Intersystems GmbH
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www.intersystems.com

CONTACT

Global Data
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www.globaldata.com
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How companies can increase their level of protection by fixing
vulnerabilities, closing data leaks and secure email
communication.

Modular Protection
Against Cyber Attacks
Nowadays, the IT security situation of companies and

organisations is affected by three problems. In the he-
althcare sector in particular, these have become even

more acute since it became known in mid-2020 that many
medical devices have vulnerabilities and thus offer gateways
for hackers. The security vulnerabilities also affect customers
and users of medical technology devices. This creates further
areas of attack for users such as clinics. In any case, hospitals
have been successfully attacked more and more frequently
since 2017. Targeted cyber-attacks are becoming increasing-
ly sophisticated and pose an ever-growing threat, with poten-
tial damage increasing risks to business, operations and pa-
tients, entailing high costs and even threatening the very exis-
tence of the hospital. With limited IT resources and the
ongoing skills shortage, it is becoming increasingly difficult
for all organisations to maintain a sufficient level of protec-
tion. To make matters worse, companies must adapt to and de-
monstrate compliance with frequently changing regulatory re-
quirements, which creates additional work.

Growing threat from more and more targeted
attacks

Every year, cyber-attacks in Germany cause a damage sum of
currently more than 100 billion euros. As determined by the
BITKOM association, the total damage has almost doubled
since 2017. The number of KRITIS reports of successful at-
tacks from the healthcare sector to the BSI (German Federal

Office for Information Security) rose sharply from 16 to 43 in
2020 compared to 2019, with the majority of these incident
reports coming from hospitals. Most of the reports in the he-
althcare sector concerned technical failure, followed by cybe-
rattacks, failure of external services and application or confi-
guration errors.

In general, organisations that only follow general security
standards and use standardised tools that only protect against
global threats are verymuchat risk. In the face of professional-
ly planned and executed attacks on a company, standardised
protection systems such as virus scanners or firewalls are
completely ineffective because they can neither prevent nor
detect them. However, almost all successful attacks designed
to spy on and misuse data are targeted and tailored to the spe-
cific company and the information stock to be obtained.

New vulnerabilities and security holes mostly
affect information security

Even more at risk are organisations that provide potential atta-
ckers with further additional attack surfaces because they use
networked devices, machines or products that have undiscove-
red or unaddressed vulnerabilities. For example, more than
150 such vulnerabilities were discovered in medical, IoT and
elderly care products in 2020 as part of the ManiMed BSI pro-
ject: in implantable pacemakers or defibrillators and their ac-
cessoriesaswell as insulinpumps, ventilators,patientmonitors
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and infusion pumps. Medical devices in risk class IIa and IIb
were found to have the majority of vulnerabilities. During the
audit, it turned out that the security vulnerabilities were often
found in the accompanying infrastructure, i.e. they mostly con-
cerned information security rather than patient safety.

In order to be able to protect their information resources effec-
tively, companies and organisations should extend their pro-
tection by using new technologies that ensure internal net-
work and information security. The goal is to permanently es-
tablish a level of protection so that company data is protected
against unauthorised access, unintentional data outflows and
manipulation. A not insignificant aspect for the use of new
systems and tools for cyber defence are also the costs incurred
for use and implementation.

Many cyber security incidents still go unnoticed or take a long
time to be detected. This is one of the top ten trends of the past
year, published by the EU's cyber security agency ENISA in a
report in October 2020.

Cyber Defence

In order to be able to defend against cyber attacks, companies
and organisations should use solutions that firstly detect vul-
nerabilities to reduce risks in their infrastructure, and second-
ly detect security-related attacks at an early stage, collect the
events and take countermeasures if necessary.

Vulnerability Management

With regular vulnerability scans, organisations can gain an
overview of possible security gaps within the entire IT infras-
tructure and uncover any misconfigurations. The system cate-

gorises these according to severity and recommends measu-
res to remedy them. The goal is to close existing gaps as qui-
ckly as possible before any attackers can exploit them.

For example, a tool such as the Greenbone Vulnerability Scan-
ner can detect security vulnerabilities via an easy-to-use web
interface. The tool works proactively, detects around 150,000
vulnerabilities and has a detailed reporting function. The vul-
nerability scanner's performance spectrum ranges from the
detection of individual hosts to a very deep scan with the exe-
cution of exploits, in order to be able to check and fix discove-
red vulnerabilities.

Ultimately, the aim is to establish resilience sustainably
through a continuous process. This consists of the following,
largely automated steps:
+ Definition of configuration guidelines by the IT managers,
+ Analysis of the current situation through a scan,
+ Classification the collected information according to dif-

ferent criteria,
+ Prioritisation and finally closing the vulnerability,
+ Logging the most important information for audits and

transition to a new run of the vulnerability management
process.

The information about the closed vulnerability and measures
taken should also be passed on to other workflow tools, for
example to a SIEM system that collects and bundles security-
related data and incidents in a central location.

Security Information and Event Management
(SIEM)

A SIEM tool correlates the logs from different systems – such
as firewall, anti-virus and server – automatically and in real

Dasboard of a SIEM tool.
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time. Only by merging them does a behaviour pattern become
recognisable. In the case of anomalies in the context of an at-
tack, an active reaction can be started in addition to an alarm.
For example, servers can be automatically shut down, IP ad-
dresses blocked and user accounts locked to protect data and
systems around the clock.

Protect sensitive data from misuse and theft
with Data Leakage Prevention

It is estimated that over 50 per cent of data misuse in organi-
sations occurs from within each organisation. In just a few se-
conds, information can be saved on USB sticks, uploaded to a
personal file-sharing account, printed out or simply sent by e-
mail. The causes can be manifold: Employees handle sensiti-
ve data too loosely, or external parties are given far too extensi-
ve access authorisations, or even the targeted theft of data. All
this leads to high damages, loss of reputation and weakens the
value creation power of an organisation. Data leaks are very ex-
pensive. They can cost a company around 150 euros per com-
promised data set to repair the damage, according to calcula-
tions by IBM and the Ponemon Institute.

Unintentional data leaks can be avoided with the help of data
leakage prevention solutions that directly address all inter-
faces of the respective clients. This includes all internal and
external network communication, wireless and wired connec-
tions, e-mail, removable media, mobile devices, printouts and
screenshots. Policies for all devices, applications and proces-
ses can be set, controlled and monitored via a central cockpit.
In this way, any attempted misuse can be blocked, alerted and
fully logged in real time.

Therefore, attackers are also upgrading. Conversely, it is gene-
rally no problem for attackers to identify openly accessible, ex-

posed databases and systems. There are tools freely available
on the internet for this purpose.

Secure communication

Even when exchanging sensitive information such as personal
data, patient data as well as construction drawings or building
plans, there is a risk that these can also be read and manipula-
ted by third parties. During transmission, it is therefore im-
portant that the transport route from the sender to the reci-
pient is secured by encryption and that the authenticity of the
sender and the content is guaranteed.

E-mail encryption

E-mail is still one of the most common communication media
for exchanging messages and information. E-mails can be pro-
cessed and transmitted quickly and easily, which should also
be maintained when encrypting e-mails.

In practice, for example, communication solutions that offer
easy-to-use gateway email encryption have proven their worth.
This enables, for example, banks and their customers, tax ad-
visors and their clients as well as medical practices to commu-
nicate securely with each other or with patients. The effort for
users and administrators to securely exchange e-mails and file
attachments is minimal.

Secure transfer solutions are also suitable for large file attach-
ments, which often cannot be sent by simple e-mail because
they contain confidential data. These solutions not only secu-
re the transport route, but also encrypt the file itself before it is
retrieved by the recipient.

Author:
André Tauber
Managing Director
Connectware Distributions GmbH

“It is estimated that over 50
per cent of data misuse in orga-
nisations occurs from within
each organisation. In just a few
seconds, information can be sa-
ved on USB sticks, uploaded to
a personal file-sharing account,
printed out or simply sent by e-
mail. All this leads to high da-
mages, loss of reputation and
weakens the value creationpow-
er of an organisation.“

CONTACT

Connectware Distributions GmbH
Zum Maiacker 9
D-64367 Mühltal
Phone: +49 (0)6154 669420-03
https://connectware.de
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As the FDA adds more cybersecurity requirements in their new
software validation guidance, medical device manufacturers can
turn to static analysis and deliver predictable software.

Prepare Your Medical
Device Software
It is clear that medical devices manufacturers are focu-

sing on improving their software development proces-
ses to (a) address growing security threats, and (b) sa-

tisfy the FDA’s requirements, which are becoming more
precise.

Cybersecurity Guidance From the FDA

The FDA used to be focused on functional safety aspects of the
systems, but now cybersecurity is a subject of equal importan-
ce. Even though safety and security are very similar (and you
could easily argue that both of these things are simply about
creating predictable software), the FDA is now considering cy-
bersecurity as something that requires dedicated attention
and measures.

There is a new FDA standard coming. In the draft ’Content of
Premarket Submissions for Management of Cybersecurity in
Medical Devices’ we can read:

“The need for effective cybersecurity to ensure medical device
functionality and safety has become more important with the in-
creasing use of wireless, Internet- and network- connected devi-
ces,portablemedia (e.g.USBorCD),andthefrequentelectronic
exchange of medical device-related health information.“

What Are the FDA Requirements?

So what do the new requirements change, for the typical orga-
nization developing software for medical devices? Well, the re-
quirements from the medical standards previously were not
very specific regarding recommendations for testing. Even if
we take a close look at the popular regulatory documents, such
as IEC 62304 or the FDA General Principles of Software Vali-
dation, we won’t find a requirement to use static analysis or
dynamic testing with code coverage. With the new standard,
this becomes more clear, directly part of the submission.

In point VII.B of the ’Content of Premarket Submissions for
Management of Cybersecurity in Medical Devices’ we can find
the recommendations regarding the content of the risk ma-
nagement report of a trustworthy device:

“4. A description of the testing that was done to ensure the ade-
quacy of cybersecurity risk controls… c) static and dynamic
code analysis including testing for credentials that are ’hardco-
ded’, default, easily-guessed, and easily compromised“

This isaclear recommendation todefineand follow thestaticana-
lysisprocess.Howtodo it?A lotdependson theexistingprocesses
intheorganizationandthetechnologiesusedforthedevelopment.
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How to Adopt Static Analysis for the FDA
Software Development Requirements

Many of our medical device customers, when starting from the
ground up, have found success introducing static analysis for
C/C++ by following these steps:

1. Review existing guidelines in the organization, and even if de-
signedtobeenforcedmanually,mapthemasmuchaspossibleto
thecheckers that areprovidedwith the static analysis tool. Ama-
turestaticanalysis toolwill likelycovermostof them,andyoucan
consider building custom checkers for the remaining guidelines
that could not be mapped to static analysis checkers right away.

2. Review the popular coding standards, especially those
created with security in mind, and select a subset of guideli-
nes for your team to follow. When selecting the guidelines, it
makes sense to follow the categorization from the standards
and select the guidelines which are categorized as the most
important. For example, for CERT guidelines you probably
want to start with L1 guidelines, and for MISRA C 2012 (with
Amendment 1) you will want to review mandatory guidelines.

3. Define the static analysis tool configuration, and include
your organization-specific guidelines and selected guidelines
(i.e. CERT). Do not enable all checkers at once, but start with
a small subset to avoid flooding developers with violations.

4. Make sure your developers are able to scan their code im-
mediately after it is created. It also makes sense to include the
static analysis in the CI/CD process.

5. As the developers make progress and clean the source
code, make sure to progressively enable more checkers from
your list. At the end of the day, you want to provide evidence
that you comply with the entire set of guidelines you selected
(not that you stopped halfway through). To better orient your-
self in the process, and understand your current progress, you
can deploy a central reporting system to help you aggregate
the testing data and monitor developer’s work. See example of
this at the bottm of the page.

Demonstrating Static Analysis Tool Suitability
(Tool Qualification)

Since static analysis reports become part of the Quality Ma-
nagement System, you can’t use just any tool. FDA requires
that all tools used in development and verification of the soft-
ware be validated for intended use. There are different ways to
demonstrate the tool’s suitability for use in safety-critical de-
velopment. Depending on the risk of the device, it could be as
simple as re-using a certificate of compliance or completing
the lengthier process of tool qualification.

Using a TÜV SÜD Certification

For the end user, the most convenient option is to take the cre-
dit for the work done by the tool vendor and re-use the certifi-
cation that is granted for the testing tool by an external certifi-
cation organization such as TÜV SÜD. Parasoft C/C++test, for
example, is covered with a TÜV SÜD certification that can be
re-used for demonstrating suitability for developing software
according to medical standards such as IEC 62304.

Example of a central reporting system.
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Performing Tool Qualification

For the high risk devices such as Class C, you may need to
actually validate the tool internally in your development
environment. The intention is to provide the evidence that
the tool operates according to its operational require-
ments, gathered in the project’s development environ-
ment. This is a very tedious and time consuming process.

The best situation is if your tool vendor can support you in
this effort and provide a special Tool Qualification Kit, con-
taining well-designed test cases, the automation frame-
work to execute them in the project’s development envi-
ronment, and automatically generate the documentation
that can serve as the evidence for tool validation. Here
again, Parasoft’s flagship product C/C++test, provides a
very good support in the form of the automated tool quali-
fication kit.

Hardening Medical Devices

Introducing static analysis of course is a dedicated effort,
requiring developer time and cost. But it is a proven way to
harden your system against malicious attacks. Deploying
static analysis with a well thought-out set of security gui-
delines enables you to build systems that can stand up
against unforeseen future attacks.

Author:
Ricardo Camacho
Technical editor
Parasoft

CONTACT

Parasoft GmbH
Unter den Linden 10
D-10117 Berlin
Phone : +49 (0) 30 – 700 140 357
www.parasoft.com

http://www.med-eng.de
http://www.emea.lambda.tdk.com/de-en
http://www.parasoft.com


MED engineering INTERNATIONAL/2022 www.med-eng.de

MED Software Machine Learning
Pi

ct
ur

e:
Vo

lta
M

ed
ic

al

Leveraging AI to revolutionize interventional cardiac electrophy-
siology with cutting-edge software solutions to assist operators
during cardiac ablation procedures.

First Real-Time AI solution
for electrophysiology
procedures
Our heartbeat is orchestrated by electrical signals tra-

velling through a network of conducting cell ’pa-
thways’ stimulating the upper chambers (atria) and lo-

wer chambers (ventricles) of the heart to contract. Starting at
the top of the heart, a sinus node in the right atrium sends
electrical signals to the left atrium and all the cells depolarize
at the same time resulting in coordinated contraction of the
atria. These electrical signals are then sent to the ventricles
causing them to contract together. These two contractions –
one in atria and one in ventricles – in a short interval are what
causes the heartbeat. A normal resting heartbeat is regular,
between 60 and 100 beats per minute. In a healthy heart, the
signals travel quickly through the heart, allowing the cham-
bers to contract in a smooth, orderly fashion. When these cells
however depolarize in an irregular way, the atria fibrillate in-
stead of contracting in coordination which causes the heart to

beat much faster than is normal and leads to a phenomenon
called Atrial Fibrillation (AF).

During the past 20 years, Atrial Fibrillation has become the
most common arrhythmia of the heart and a major public
health problemassociatedwith significantmorbidity andmor-
tality, a decreased quality of life and increasing healthcare
costs in Western countries. Affecting approximately 5 % of the
population over 65 and 14 % of the population over 85 years,
AF frequently causes serious socioeconomic disruptions,
such as absence from work, permanent disability, cognitive
impairment and hospitalization. With 33 million AF patients
worldwide — a figure expected to double by 2030 driven by an
ageing population. The cardiac ablation technology market
was valued at $ 5.4 billion in 2019 and is expected to reach $
8 billion by 2026 growing at a CAGR of 11.4 % from 2019 to
2026.

Common treatment for AF includes medication that regulates
or slows the heart rate. For patients with non-severe arrythmia,
these antiarrhythmic drugs are the therapy of choice. Not all
patients however can tolerate antiarrhythmic drugs, while ot-
hers are resistant to therapy. To potentially cure AF and offer
these patients an alternative, an interventional approach na-
med catheter ablation has emerged. By introducing catheters
within the heart and delivering tissue-modifying energies, ab-
normal electrical signals are blocked and a normal heartbeat
restored. However, the efficacy of this approach depends to a
large degree on the experience and intuition of the ablating
physician with 50 % of patients today needing repeat treat-
ment.

To combat these high failure rates in the treatment of persis-
tent drug-resistant AF, Volta Medical, founded in 2016 by 3
electrophysiologists and an engineer, has developed the first

VX1 analyses the intracardiac signals in real time and indicates
pathological area of the atrium in the operation room during cardiac
intervention.
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commercially available AI software that guides physicians in
real time during the mapping phase of AF ablation. The CE-
marked and FDA-cleared medical device VX1 is based on an
algorithm that indicates to a cardiac electrophysiologist
potential areas of interest in the atria. During the catheter ab-
lation process, several catheters including diagnostic cathe-
ters are introduced into the patients’ blood vessels which are
further advanced to the heart. VX1 continuously analyses a pa-
tient’s physiological signals (bipolar electrical activities) in
the atria obtained from the multipolar diagnostic catheters
which are amplified and recorded by an electrophysiology re-
cording system. The VX1 system is connected to a data acqui-
sition system (a recording system) with an advanced analog-
to-digital converter. Through the converter continuous real-
time analyses of the signals during the diagnostic phase are
displayed on a computer that hosts the VX1 software. A user-
friendly interface is available on a monitor, indicating the
areas of interest, for the electrophysiologist during the inter-
vention. Signals are displayed in such a way that an operator
seeking to identify relevant driver regions can simultaneously
view both the Volta screen and the screens of other existing
mapping and navigation systems.

Volta’s software is driven by machine learning (ML) algorithms
that are trained on robust clinical data. To ensure that the so-
lution is representative and generalizable, the database com-
bines data from operating rooms under different operating
conditions and in different patient populations. Volta’s data is
acquired via a GDPR compliant anonymization tool and then
annotated by experts in the best way possible to allow the mo-
del to pick up on underlying patterns and deliver real-time
analysis of cardiac signals in operating rooms.

To demonstrate the clinical significance and lay the ground for
establishing VX1 as a new standard of care for persistent drug-
resistant AF, Volta Medical is undergoing an extraordinary cli-
nical validation program at some of the best academic hospi-
tals in Europe and the US. The international multi-center trial
is being led by Prof. Isabel Deisenhofer, MD, head of electrop-
hysiology at the German Heart Center Munich, Germany. Pro-
minent cardiac ablation centres in Germany – Klinikum Co-
burg and Städtisches Klinikum Karlsruhe – are also participa-
ting in the study.

Author:
Anton Vorobev
CFO
Volta Medical

CONTACT

Volta Medical
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F-13006 Marseille
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contact@volta-medical.com
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There isnodoubt that theGermanhealthcaresystemisoneof thebest
in the world, and the quality of medical care is outstanding. This was
demonstrated above all during the peak phases of the pandemic.

Digital business models
as economic drivers
There is no doubt that the German healthcare system is

one of the best in the world, and the quality of medical
care is outstanding. How efficient the healthcare sys-

tem in this country really is was demonstrated above all during
the peak phases of the pandemic. And right now, we are facing
the crisis situations again in the coming winter months that
will remind us of last year's lockdown waves. Politicians in
Germany are currently much more focused on forming a new
government instead of putting all their efforts to manage the
pandemic exponential growth and the necessary advance-
ment of digitalization in the healthcare sector. Yet there is a
great need for action in order to master the exponential inci-
dence through medical care. A cry for help for intelligent solu-
tions is not only arising from the medical staff of all hospitals
and practices, it has again become an existential problem for
many industries in our society.

How can we effectively address these
challenges?

It is definitely not enough to get the symptoms under control
as quickly as possible. The causes must be identified and de-
cisive steps have to be taken. People often talk about innova-
tive solutions such as artificial intelligence, robotics, and the
latest assistance systems for surgeons in the highly equipped
operating rooms, but forget to include the far inadequate frag-
mented and harmonized infrastructure systems around them.
It is easier to develop isolated solutions without including the
necessary interfaces as a holistic solution. The necessary co-
operation of an entire team of chief physicians, senior physici-
ans, and assistant physicians together with the irreplaceable
assistant and nursing is the key for a successful performance
in HealthCare organizations. It works similar to a team in For-
mula 1. The pilot can only reach the finish line as the fastest
driver if the team is perfectly synchronized with each other.

Thinking even further, there is already a need in universities for
interesting opportunities for students who will be increasingly
enthusiastic about digital business models for the healthcare

sector. Maybe through these extreme health restriction measu-
res we are facing right now the sensitivity in the professional
orientation of young students could be increasingly sharpened
in the HealthCare sector. This requires the necessary study pro-
grams fromuniversities inGermany.Apioneer in this area is, for
example, theTechnicalUniversityofMunich,whichhasalsoset
up a start-up advisory service for students and doctoral candi-
dates through its ’UnternehmerTUM’ program.

Health insurance companies as catalysts for
digital business models

To close the gap of isolated solutions with holistic integration
approaches, the intersectoral boundaries must be softened.
Therefore, a closer collaboration between the operational pro-
cesses of hospitals and health insurance companies in Ger-
many can be the breakthrough event. Insuretech companies
own the source of essential data about treatments, surgical in-
terventions and their disease patterns. The more digitally and
intelligently this data can be analyzed, the easier it will be to
get to manage the complexity of the disease variations.

How could the lack of professional manpower
be solved?

A qualified core workforce is key for the success in medical
care facilities. This covers all industries. However, when it co-
mes to creative product and service solutions, the need for ex-
perts is not sufficiently available in most of the companies.
Freelance experts are needed as quickly as possible who are
available at short notice with maximum flexibility. Therefore,
interim solutions by freelance specialists can fill the gap. For
this purpose, there are platforms that can provide freelance
experts to companies experienced in many specific require-
ments. The deeper the specialization is required, the easier it
is to provide this coverage through platforms.

However, if it is more about executives who need leadership,
charisma, and corporate cultural experience in addition to
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their expert knowledge, professional interim consulting ser-
vice providers are the better choice. They have long time expe-
rience finding the cultural fit necessary for the assignment.
Functional and personal accuracy must fit to the company and
the cultural environment. That's why companies that want and
need to drive digitization as quickly as possible can't afford to
ignore such partners. After all, healthcare companies are lag-
ging far behind industries such as retail, automotive and plat-
form providers in terms of digitization. It is now a matter of re-
acting as quickly as possible; traditional stopgap solutions by
poaching experts takes too much of time.

Cooperation with innovative companies and
traditional market leaders

Market leaders in the HealthCare sector, who look back on a
historical track record, recognize the need for new product so-
lutions in their traditional product portfolio. Often, a new orga-
nizational form is created for this purpose by establishing a
Chief Digital Officer. Depending on the company, the organi-
zation is equipped with appropriate budgets or only by a con-
sultant role who has to convince the management team for
new digital solutions through ingenious concepts. The big
challenge here is to lead established decision-makers out of
their comfort zone. To convince them to follow new paths with
greater uncertainty and no experiences. This is how innovative
start-ups with customer-centric digital solutions are created
at companies such as Aesculap with ’Werk 39’ or Bayer AG,
with the G4A accelerator program. They have recently selec-
ted four start-ups out of 200 applications, supporting financi-
ally and advising them with strategic support in their furth de-
velopment. Speed is one of the key success factors and tech-
nologies that can be quickly put to practical use. This requires

data. Unfortunately, most of which is protected by the Patient
Data Protection Act (PDSG). Up till now, only university hospi-
tals have the right to request access to voluntary patient data
so far. Other companies, such as pharmaceutical research or-
ganizations are not allowed to get access to those data. In the
meantime, there are alternatives for extremely expensive ’cli-
nical trials’ to provide pharmaceutical companies with those
relevant data. Start-ups like Ada Health, which have develo-
ped a so called ’symptom checker’, are emerging. They have
more than ten million users of patients already voluntarily ent-
ered their data into this app, which can be accessed by them.

HealthCare organizations are catching up dramatically in digi-
tization. Young companies like startups are helping to close
this gap with more advanced industries. More and more inves-
tors will help to flourish this industry in the near future.

SIEMENS AND MERCK COLLABORATE TO BOOST MACHINE-TO-
MACHINE TRUST IN INDUSTRIAL VALUE CHAINS

Merck and Siemens plan to develop and implement solutions that
offer unprecedented levels of digital trust in M2M connected indus-

trial value chains. This would help industrial customers to comply with stricter
regulations in the value chain in different countries and enable disruptive
business models in a variety of industrial sectors, ranging from the food and
beverage, pharmaceuticals and electronics industries to the automotive in-
dustry.

“At Merck, we have been guardians of quality for centuries and now, we aim
to transfer this value proposition to the digital machine-to-machine con-
nected world,“ said Laura Matz, Chief Science and Technology Officer of
Merck. “Our collaboration with Siemens has clear potential to disrupt qua-
lity control and assurance operations across all kinds of industries. Enabled
by an unprecedented level of digital trust, certified machine-to-machine
cyber-physical communication will not only boost quality, transparency and

traceability of products along value chains but will also enable new busi-
ness models.“

“Value chains and product lifecycles must become more transparent and
sustainable. That is why together with Merck we will develop a completely
new digital solution that enables „trustworthy“ communication between
machines, for example, for the exchange of production data and laboratory

data. Our customers will be able to produce more efficiently while ensuring
sustainability and quality of their products in a wide range of areas – from
personalized medicine to food and beverages to high-tech electronics,“ said
Cedrik Neike, Managing Board Member of Siemens AG and CEO of Digital
Industries.

L➚ www.merckgroup.com

Author:
Harald Smolak
Partner and Head of Solution Group
’HealthCare, Life Sciences & Chemicals’
Atreus GmbH

CONTACT

Atreus GmbH
Landshuter Allee 8
D-80637 München
Phone +49 89 452249-540
www.atreus.de/en
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At a time when the production of vaccines is on everyone's lips,
chemistry and biotechnology are more in demand than ever before.
Tubeassembliesworkaway in thebackground likeSanta's little elves.

Smart tube solutions
Given the complexity of pharmaceutical and biotechno-

logical processes, which have to be brought from the
development stage to readiness for serial production,

tube assemblies are often just a small cog in the gear mecha-
nism. Usually, the task of the tube ’merely’ consists of brin-
ging the medium from A to B. But nothing can be permitted to
happen to the precious material during this journey. Neither
enrichment by oxygen nor the addition of foreign liquids that
linger in ’dead-water zones’ are desired. All of a sudden, the
simple tube becomes a fascinating and exceedingly sophisti-
cated subject.

Which material is the right one?

Fluoroplastic materials are frequently used on account of their
broad chemical resistance. But there is no material of choice
suitable for every application. Polymers dazzle with their very
wide range of properties, but these are also associated with in-
compatibility. This makes finding the most suitable plastic for
the specific application vital.

Unfortunately, the expense of selecting new materials is often
regarded as excessive, leading to the already familiar tube ma-
terial normally being used. However, from an economic and
technical point of view, the structured selection of a suitable
material is worthwhile. This involves clarifying exact require-
ments, the pre-selection of potential material groups, refining
the selection and the validation of the material chosen. When
it comes to clarifying the compatibility of a tube with chemi-
cals, the chemicals, their concentration, usage temperature
and all other requirements should be known. The initial pre-
selection can be carried out based on chemical resistance ta-
bles. Other criteria, such as pressure resistance, flexibility or
additional standards requirements, are taken into account
when refining the selection. For the last step, validation, de-
positing the tube in the medium for at least two days is suffi-
cient to determine whether changes in weight, dimensions,
appearance or feel are identifiable. What appears to be time
lost at the beginning of a project will save the user unpleasant
surprises later.

No penetration of gas thanks to optimised
barrier properties

Permeation is the process in which the material (the perme-
ant) penetrates or permeates a solid body. This refers to the
penetration of oxygen or other gases. Among other things, the
amount of permeation depends on the gas itself. This is consi-
derable if a highly volatile gas such as helium is involved. Per-
meation is low in the case of gases with low volatility, such as
sulphuric acid solutions. The structure of the material itself is
another important factor. Plastics with a high glass transition
temperature are less permeable for gases at normal use tem-
peratures. Filling materials, dyes or electrostatic-dissipative
additional materials increase permeability. In addition, higher
temperatures and greater pressure in the application expedite
permeation.

Alongside the right choice of material, this property can be im-
proved with a coating. Another method is use of a multilayer
tube. Several different plastics are worked into a tube here in
layers; consequently, the barrier properties of the tube are im-
proved significantly. This principle is also applied in food pa-
ckaging: the inside must be food-safe in this application. Sin-

Fabric-reinforced tubes: metal or plastic reinforcements withstand
high internal pressure and improve buckling behaviour. They also
enable the transmission of axial and torsional forces.
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ce this property is not necessarily associated with good barrier
characteristics, the other outer layers provide for the property
combination required. Apart from the barrier properties, there
are other features of relevance for the application. The surface
tension of the plastic is worth mentioning. It influences the
flow behaviour of the medium. If this tension results in vorte-
xing, it promotes the absorption of gases at the front of the
flow. Whether the plastic tends to absorb the medium to be
transported also has to be checked.

This is particularly detectable in transparent tubes based on
unwanted visible changes.

Definition of the tube – individually tailored to
the application

A lot can also be achieved through the design of the tube geo-
metry. As well as standard tubes or the multilayer tubes alrea-
dy described, multi-lumen tubes can be extruded. These per-
mit the integration of several separate media channels, wires
to conduct signals or wire pulls if the tip of the tube is to be
moved. In addition, by using fabric-reinforced tubes, axial and
torsional forces can be transferred and buckling behaviour no-
ticeably improved. The maximum pressure to be applied can
be multiplied by wire reinforcement of the tube. For example,
the bursting pressure of a PTFE tube with an interior diameter
of ¼“ and a wall thickness of 1 mm, reinforced with external
wire mesh, is an impressive 720 bar and as a result 22-times
higher than an unreinforced PTFE tube. And the level of flexi-
bility is attractive – the minimum bend radius is 80 mm.

Design of the tube set decisive for safety

The interfaces in tube systems are decisive in terms of quality.
These should be free of leaks, ’dead-water points’ and strong
diameter transitions where the medium undergoes shearing or
unnecessary vortexing. There are a multitude of different cou-
pling standards. The luer connection is very often selected in
medical and laboratory environments. In the luer slip system,
the male and female parts of the conical connection are plug-

ged into each other. Uncontrolled loosening of the connection
can be prevented by a sleeve nut on the male cone. This luer
lock system now offers safety for a controlled liquid or gas
transfer.

However, when only one connection standard is used, the risk
of confusing tube connections grows. Consequently, especial-
ly in hectic everyday routines, serious incidents canoccur. The
colour coding of the tube ends or different-coloured screw
attachments offer a remedy here. Another version are number
tabs that permit the clear assignment of the points to be con-
nected.

KonMed preconfigures tubes to facilitate space- and time-sa-
ving tube assembly. Since angled lines can be made from a
single component, this reduces the risk of leakage and ’dead-
water points’. Incidentally, this also ensures simplified procu-
rement. Even the cross section can vary along the tube, mea-
ning the tube can be calibrated for various diameters. The
form of the round profile is also capable of flexible alteration to
integrate an additional function.

Tube assemblies are packed in sets according to the devices.
As a result, direct, cost-saving and efficient use by the custo-
mer is possible.

KonMed transforms a seemingly simple tube into a valuable
component that contributes great added value to the success
of your application.

Author:
Andre Konrad
Managing Director
KonMed GmbH
a.konrad@konmed.ch

From one source: the ready-made off-the-peg tube assembly ensures
fast, safe installation at the customer's site with colour and numerical
markings.

CONTACT

KonMed GmbH
Birkenstr. 49
CH-6343 Rotkreuz
Phone: +41 41 790 4333
www.KonMed.ch

3333

mailto:a.konrad@konmed.ch
http://www.KonMed.ch
http://www.med-eng.de


Pi
ct

ur
es

:S
io

s
M

eß
te

ch
ni

kG
m

bH
MED Components & Devices Lasers

Multi-beam-interferometers measure dynamic parameters
simultaneously and with nanometer precision over a length up to
80 meters

High-precision length
measuring technique
From medical technology to semiconductor and optics

industries, as well as for calibration tasks, highest accu-
racy is required. Laser interferometers measure displa-

cements with an accuracy up to 0.1 ppm and connect the ma-
cro world with the nano world through the unique property of
measuring large ranges with enormous resolutions. In science
as well as in many industrial fields, high-precision measuring
systems are nowadays essential. However, as diverse the areas
of application are, their requirements are equally varied – for
example in terms of easy handling, measurement uncertainty
or applications in an industrial environment. As a company
that has been equipping research facilities and calibration la-
boratories on the domestic market and around the world for
around 30 years, with the new generation of its multi-beam
interferometers, SIOS Meßtechnik GmbH also ensures to de-
liver highly reliable performance in industrial applications as
well. Thus, these devices are able to synchronously detect se-
veral degrees of freedom of a movement and can be adjusted
very easily and precisely thanks to an integrated optical align-
ment function. In addition, SIOS optimizes and modifies in-
terferometric systems specifically according to individual
customer requirements.

“While scientific laboratories and national metrology institutes
expect highest accuracy, numerous users in the high-tech in-
dustryplacegreatest intereston the fact that themeasuringsys-
tems can be used in a flexible manner on the one hand, but also
withstand harsh industrial operating conditions on the other,“
says Dr. Denis Dontsov, Managing Director of SIOS Meßtechnik
GmbH. „That’s why we improve our laser interferometers speci-
fically in respect to their ability to be used in different industrial
sectors, but without losing any precision.“ SIOS interferome-
ters are characterized by the fact that, thanks to their high pre-
cision of 0.1 ppm and a resolution of 5 to 20 pm over a length of
–dependingon themodel –up to80m, they canmeasuredyna-
mic processes very quickly and simultaneously; for example, to
calibrate coordinate measuring machines. Due to the simulta-
neous and highly synchronized measurement value acquisi-
tion, there is no falsification of the results, even at a high object
speed of up to 3 m/s. In addition, the manufacturer integrates
optical adjustment aids into its measuring systems so that the
correct alignment of the measuring setup can be done quickly,
accurate and easily with the help of a graphical user interface.
In this way, alignment-related measuring errors can be minimi-
zed, even of very short measurement ranges.

The basic concept of all sensor versions is represented
by the compact single-beam interferometer of the SP-
NG product family, whose sensor head including adjust-
ment joint is only 133 x 91 x 54 mm – or 227 x 91 x 67
mm for long distance measurements.
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To ensure that these high-precision measurements are not ad-
versely affected by heat input, the light sources, frequency
stabilized He-Ne lasers, are always placed outside the sensor
at an uncritical distance. Since the laser beam reaches the
sensor head through an optical fiber, there are only optical
components in the sensor head that define its functionality,
but do not cause any heat. Especially in respect to applicati-
ons in industrial environments, all sensors and cables are
completely closed and encapsulated. This means that even
potentially dirtier operating environmental conditions cannot
damage the robust interferometers of the new generation.

The matching multi-beam interferometer for
every application

SIOS’s single and multi-beam interferometers address a wide
range of application scenarios – from calibration tasks and si-
multaneous displacement-angle measurements to highly sta-
ble differential measurements and vibration analyses to mul-
ti-axis system combinations in which three-dimensional pro-
cesses are recorded. The basic concept of all sensor versions
is represented by the compact single-beam interferometer of
the SP-NG product family, whose sensor head including ad-
justment joint is only 133 x 91 x 54 mm – or 227 x 91 x 67 mm
for long distance measurements. This is because it is a preci-
sion length measuring system in which the single measuring
beam is reflected back by a tiny reflector along the same path,
i.e. into itself. Thanks to this proven principle, there is a defi-
ned probing point on the target, so that alignment errors and
the typical Abbe error can be compensated. The optical pro-
perties of those reflectors allow detecting and correcting such
misalignments. As they are able to tilt up to ±12.5 ° without
losing the measuring beam, quick and easy adjustment of the
measuring set-ups are always possible. In terms of large mea-
suring ranges or extensive calibration tasks, wireless tempera-
ture sensors or the modular SIOS precision climate measuring
station LCS can also be used instead of the wired standard
temperature sensors in order to record all environmental dates
in an uncomplicated and effective manner.

“Based on this basic concept, the three-beam models of the
SP-TR series, for example, combine three single-beam laser
interferometers in one,“ explains Dr. Denis Dontsov. “In this
way, high-precision simultaneous displacement and angle
measurements become very easy.“ This is because these devi-
ces, which are only a few centimeters larger than single beam
sensor heads, use only one He-Ne laser with a long-term laser
frequency stability of 2⋅10-8 for the three measurement chan-
nels, so that three values can be synchronously measured over
a length of up to 5 m with nanometer accuracy. If, in addition
to the linear position and the simultaneous determination of
the pitch and yaw angle, the acquisition of the horizontal and
vertical straightness is also required, a calibration interfero-
meter of the latest generation can be used, the SP-C5 series.
In this four-beam interferometer, the straightness mirror is at-
tached directly to the sensor head, so that here, too, only two

components need to be aligned to each other: the sensor head
and its reflector. Therefore, the device is perfectly designed
for the special requirements of machine and equipment ma-
nufacturers who would otherwise have to carry out their cali-
brations with the help of several linear positioning axes. The
accuracy of the entire system would then be affected by the
interaction of the rotatory and translatory deviations. “In order
to meet the demands of various industrial applications, our
interferometers are each available in vacuum versions and in
special versions for OEM applications, in addition to the stan-
dard version,“ adds Dr. Denis Dontsov.

Compatibility of the systems allows
multidimensional measurements

Several, identical or different, single and multi-beam interfe-
rometers manufactured by SIOS can be combined with each
other if required, whereby it is possible to operate them with
only one supply and evaluation unit. In this way, all measured
values of several axes can be recorded absolute synchronously
at the same time. On the one hand, the Thuringian-based in-
terferometry specialist offers an extensive product range for a
wide range of standard applications, but on the other hand,
these only represent around 60 percent of the product portfo-
lio. “Almost half of our portfolio consists of devices that have
been adapted or even newly developed for specific applicati-
ons of our customers,“ concludes Dr. Denis Dontsov. “This is
how we ensure that every customer ultimately gets exactly
what they need.“

SIOS’s single and multi-beam interferometers are able to synchro-
nously detect several degrees of freedom of a movement and can be
adjusted very easily and precisely thanks to an integrated optical
alignment function. In addition, they are designed specifically to
meet the needs of the respective applications and are suitable for a
wide range of industrial applications due to their compactness and
robustness.

CONTACT

SIOS Meßtechnik GmbH
Am Vogelherd 46,
D-98693 Ilmenau
Phone: +49 (0) 3677 6447-0
www.sios.de
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Apart from prostheses and implants, 3D printers also produce
patient-specific reference models based on imaging techniques.
Both patients and doctors benefit.

3D Printing Improves
Treatment in Surgery
It is hard to imagine today’s medicine without 3D printers.

Ever more sophisticated devices produce increasingly
complex designs. Among these are life-size anatomical

models and molds for surgical treatments based on X-ray, CT
or MRI images. These allow surgeons to better understand a
fracture or other injury. Thus, they can not only prepare opera-
tions optimally and individually, but also explain disease and
therapy more clearly and vividly to the patient. Implants and
prostheses such as hip joints are 3D printed as well.

3D printing entered medical technology earlier than it became
widely known to the public. In the 1990s, however, applicati-
ons were limited. In the early days of 3D printing, the techno-
logy was not only expensive, but also in many respects not ad-
vanced enough for the high quality standards of medical use
cases. As the technology evolved, with print cores becoming
smaller and material choices wider, it became used in more
and more fields. In the future, so-called bio printing will even
provide vessels or organs. Patients will then no longer have to
“queue“ for a transplant.

Prostheses for Sierra Leone and patient-
specific models and shapes

LarsBrouwers is currently in theprocess of completinghis sur-
gical training and has been engaged in the possibilities of 3D
printing in medical technology for many years. He says that for
a long time, the use of 3D printing was not cost-effective. The
first Ultimaker printers were purchased in 2016, as it was only
then the prices for equipment and materials dropped to the
point where using the technology became economically via-
ble. Brouwers saw that as a chance and did not hesitate to take
it. In 2017, he got into an old car and traveled to Sierra Leone
with a 3D printer to provide 3D-printed prosthetic limbs to di-
sabled people who had lost their hands to congenital malfunc-
tion, injury or war violence, and to develop methods to improve
such prostheses. The long-term goal is to train local people to
operate the Ultimaker 2+. Simultaneously, further academic
research will be conducted to ensure that the prostheses meet
thehighest standards in termsof sustainability and thequality
of life for patients.

Trauma surgeon-to-be Lars Brouwers uses ultimaker printers to
create patient-specific models
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Today, Brouwers uses different devices and materials for diffe-
rent purposes. The team uses Ultimaker 3 and S5 3D printers
for the production of patient-specific models made out of PLA
(polylactic acid, the most commonly used material in 3D prin-
ting), as they are easy to use and provide reliable high-quality
printing results, as well as two Form Labs – SLA printers that
produce anatomical molds out of resin. High-strength PLA is
used for the prostheses, which are still produced in Sierra Leo-
ne and the Netherlands. The filament is easy to process, non-
toxic, heat-resistant and biodegradable. These properties ma-
ke it the ideal choice for use in the healthcare sector.

Individual treatment: Patients and doctors
benefit

The concept of personalized or individualized medicine is be-
coming increasingly important. However, so far this applies
mainly to cancer therapy and other tailor-made drug treat-
ments. The idea of personalized treatment is for the correct
therapy to be determined and optimized according to the pa-
tients' individual circumstances and parameters. 3D printing
is a valuable aid in achieving this goal, too. With the help of the
aforementioned patient-specific molds and models, doctors
can prepare an operation much better and more detailed than
they could by relying on imaging technology alone.

In Lars Brouwers’ opinion, the benefits for the well-being and
satisfaction of patients are extremely high: “Above all, the 3D
models enable the patients themselves to gain a better un-
derstanding of their condition and the work we as medical pro-
fessionals do. This improves the patient-doctor relationship
and makes it easier for patients to trust the therapies we pro-
pose,“ the physician sums up his own experiences.

Research has to prove the economic benefit as
well

The advantages medical 3D printing provides over traditional
methods in terms of cost, quality, and time are also increasing
in other respects. “3D printing increases the quality of health-

care and can save costs in the long term by enabling more pre-
cise and personalized treatments,“ Brouwers asserts.

The cost-saving potential, however, has to be proven. The mo-
deling process is currently not covered by health insurance in
the Netherlands, where Brouwers works, Apart from very few
exceptions, the same applies to Germany. Providing the re-
search results health insurers need to approve the coverage of
treatment costs is one of the most important goals of Brou-
wers’ research. “The use of 3D printing in medical technology
needs to be much more thoroughly researched, and the results
need to be validated, so that the technology can be widely
used in healthcare and its full potential realized,“ he says.

Greatpotential inthejointuseof3DprintingandAR

What other potential does the researcher see in medical 3D
printing? What are its limitations, and which improvements
would clinicians like to see the industry make? At the top of
Brouwers’ wish list is speeding up the printing process. “Prin-
ting a full-size pelvis takes 24 hours at the moment. Of course,
that is still faster than other manufacturing processes, but it
would make our daily clinical routine even easier if that time
could be reduced to two hours. 3D printing is valuable to us,
but it is still comparatively slow,“ he says.

Brouwers is already actively working on the solution to the se-
cond major limitation: Once a model has been created, it is un-
changeable; it doesnotadaptdynamically tochanges resulting,
for instance, from the fixation of a fracture. Brouwers and his
colleagues therefore use Augmented Reality (AR) software to
superimpose holographic projections over a model, visualise
changes and plan further treatment based in that. “For the best
possible results, 3Dprinting andARneed tobeused together in
medical technology as they supplement each other. We are cur-
rently working on this“, says Lars Brouwers. His unwavering en-
thusiasm leaves no doubt that he will achieve the next goals he
sets out for himself and deliver results. At Masagna hospital in
Sierra Leone, there is now a permanent 3D medical lab where
technical medical students are pursuing Brouwers’ approaches
to improving prostheses.

Lars Brouwers
Trauma surgeon in training
Elisabeth Tweestenden-Hospital Tilburg

The idea of personalized treatment is for the correct therapy to be de-
terminedandoptimizedaccording to thepatients' individual circums-
tances and parameters.

CONTACT

Ultimaker B.V.
Stationsplein 32
NL-3511 ED Utrecht
Phone: +31 (0) 88 383 4000
www.ultimaker.com
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MED Electronic Law

EN55032/35, conducted emissions, surge, burst, ESD... but
EMC directive/law includes much more than ’just’ EMC
technology. A legal look behind the law

A look at the EMVG helps
with the legaldetermination
Act on the Electromagnetic Compatibility of Equipment

or Electromagnetic Compatibility Act (EMVG) – the of-
ficial standardization of Directive 2014/30/EU in Ger-

many sounds so cumbersome and awkward. If you ask de-
velopment departments about EMVG and the requirements
thereof, in addition to the statement from the Federal Agency
Net (BNA) you will get a variety of technical standards and in-
terference suppress measures. But EMC legislation does not
only consist of technical standards. Lawyers differentiate the
EMVG from technical details and subsume the whole thing
more or less stubbornly under the legal text, which leads to
contrary views and problems, depending on the point of view
of a engineer or lawyer.

In addition to the technical standards, there are in principle
three cross-links to other areas of law with EU, administrative
and private law. The correlation to EU law is primarily based on
Directive 2014/30/EU, but also on other regulations and di-
rectives, i.e.. on Decision 768/2008/EC and EC Regulation
No. 765/2008, both of which constitute the community no-
menclature and the structure for an identical rough framework
of CE directives. These two standards, also known as the New

Legislative Framework (NLF) is capable of assuring parents
that the current guidelines provide a general horizontal frame-
work for legislation harmonizing the conditions for the marke-
ting of products and a reference point for existing legislation.
The lex specialis directives and laws based on this,
i.e..2014/30/EU for EMC, are based on these and adapt to the
technical purpose

At thepresent time, theEUhas issuedmore than20directives
requiring CE marking, although of course not all of them, such
as (EU) 2016/425 (protective equipment) have a connection
to electronics. Basically, however, it is the task of the manu-
facturer to find out which of the directives are to be fulfilled by
his product. For example, in the case of a power supply, these
are the EMC Directive, the Low Voltage Directive 2014/35/EU
and the RoHS Directive 2011/65/EU (amended EU
2016/425).

In this context, a few words to clarify the binding effect of an
EU directive are striking: “Just forget it“. Of course, this is not
meant seriously, but it has the intention that an (EU) directive
pursuant to Art.288 EU Treaty has no direct legal effect
against a legal entity such as a company. The Directive is only
binding vis-à-vis the member states of the EU in order to trans-
pose them into national law. In this respect, regulations, whet-
her by the EU or nationally, have a direct legal obligation, simi-
lar to a law. Consequently, each member state codifies its own
implementation, as in Austria by means of the Electromagne-
tic Compatibility Ordinance (EMC).

In its application, as well as through references from the EMC,
one therefore rightly speaks of the obligation to the directive,
even if it is not (directly) binding from a formal legal point of
view. Under private law, the EMVG operates mainly with three
interfaces:

a) Contract law or warranty law
b) Right of unfair competition
c) Tort law/product liability

EMC 
interference 
suppression

physical basics

measuring
technology

technical 
standardization

EU
law

EMC
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Figure 1: Position of EMC law
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Now, as stated in its Implementation Guide, the policy does
not constitute a security policy. It serves exclusively as func-
tional protection, because ultimately a EMC error can only be
expected to cause damage to people or property in the rarest of
cases.

Consequently, cases from tort liability law (BGB §§823ff) or
from product liability law with reference to EMC are probably
the exception rather than the norm.

In the Low Voltage or Machinery Directive, however, this is dif-
ferent and can lead to claims for damages under tort, contract
or product liability law, but of course also based on EMVG in
purely theoretical terms.

The CE symbol

When inspecting the2014/30/EU, you inevitably comeacross
the CE symbol. But what is it anyway? What does it say? What
legal binding effect is created by the CE symbol? Initially the
CE symbol is nothing more than the manufacturer's declara-
tion to the authority, here in Germany the BNA, about compli-
ance with the directive(s) or their national implementation in
the course of an administrative authorization.

It is nothing more than a kind of product passport for the EU (+
EEA + EFTA), which allows the seller to market the product
without barriers to trade. Following the saying, two lawyers
three opinions, the further views also go in the case law, to
what extent and whether, for example, the absence of the CE
symbol in the course of private law contracts such as the sales
contract represents a defect from BGB §434 (defect sales
contract) or §280 (breach of duty from contract), or whether
the absence is a problem at all. That's how the district court
Frankfurt has ruled that the absence of a CE symbol constitu-
tes neither a material defect (BGB§434) nor a defect of law
(BGB §435). At most, damages resulting from a breach of duty
(BGB §280) could be taken into consideration. Similarly, the
extent to which the existence of a CE symbol at all constitutes
a declaration of intent by the seller in the direction of the buy-
er, in which he wants to declare compliance with the technical
standards to the buyer by means of the CE symbol implied.

The question is somewhat simpler if the CE symbol is descri-
bed isolated by its ’passport function’, on the basis of which,
for example, the commercial importer is allowed to distribute
the product within Europe without trade barriers in the first
place. The absence of the CE symbol now deprives the econo-

mic operator of this opportunity to use the product in the
course of resale, which ultimately has to be subsumed as a de-
fect. In order to avoid these problems, it is advisable and ulti-
mately also commonpractice to define theCEsymbol together
with the standards to be taken into account as well as the na-
tional laws by contract or data sheet on the quality and basis of
the product. If the product then does not comply with the stan-
dards or the marking is not given, the buyer can legally claim
the product as defect. Thus, ultimately, the statement as to
whether the sole CE symbol in relation to EMC implied consti-
tutes the confirmation of, for example, EN55032&35 must at
the very minimum be called into question under private law.

The Act against Unfair Competition

A claim from a rather unexpected direction can come out of
nowhere on the part of the Act against Unfair Competition
(UWG). One function of the UWG is to regulate the conditions
of competition between companies, but also in their direction
towards the consumer. And it is precisely this so-called right of
fairness that is a potential starting point that competitors
could choose in the course of a warning procedure in order to
restrict access to markets for unsolicited market competitors,
at least temporarily.Howcan that be?Let's say amanufacturer
marks their product with the label ’CE-approved’. In §3 (1)
and (2) the UWG defines unfair acts as the activity influencing
the economic behavior of a consumer as a general clause or
catch-all offense.

Based on this alone, a claim for injunctive relief could already
be formed in the course of a lawyer's warning because of the
term ’CE-tested’. Why? ’CE-tested’ suggests to a consumer a
quality standard that the CE symbol does not represent in the
course of his self-declaration. In particular, where the CE sym-
bol has been awarded on the basis of Annex II to the Directive
without the involvement of a notified body. Simply put, the CE
symbol does not comply with what the word ’CE-approved’
suggests to a consumer and can thus persuade him to make a
decision in favor of the product that he would not have made if
the certification had been not appointed. The UWG even spe-
cifies by means of its appendix corresponding exemplary vio-
lations for the application of §3, which also includes this type
of unlawful use of certification.

The absence of the CE symbol, the incorrect application wit-
hout a basis and theoretically also the non-fulfilling of the
technical standards must also be assessed in a similar way un-
der competition law. In addition to the area of private law, the-
re is also the administrative interface to the EMVG. By opera-
tion of law (EMVG §22), the BNA is the authority designated to
implement the EMVG. Its tasks include market surveillance,
including customs assistance for the import of third-country
products (as also described in Regulation EC/765/2008). In
the course of this, the BNA checks for formal errors, namely in
the form of CE marking, addresses, instructions and declara-
tion of conformity, as well as for technical EMC errors, which

Directive 2014 / 30 EU
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Figure 2: From directive to national law
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are also described as risky in the EMC. In the event of non-
compliance, the Federal Network Agency shall issue an admi-
nistrative act in which it shall lay down the appropriate measu-
res and administer a fine. Such an administrative act is gene-
rally no different from any other administrative act, such as
nodules in the case of incorrect parking or a building license.
It allows appropriate remedies, first of all the objection, which
must be filed within a period of one month after notification
(§70 VwGO). If this deadline is not met, a so-called re-intro-
ductionto the previous state is only possible under certain
conditions or in the case of formal errors. Apart from the fact
that on the part of the EMVG a legal obligation of the economic
actors to cooperate anyway, according to EMVG §9 (4), it can-
not be a mistake in the event of cases to possibly cooperate co-
operatively with the BNA using a lawyer, because ultimately
the BNA would also have the possibility to carry out measures
at the expense of the economic operator on its own authority
and/or to set a penalty payment.

Let's take a closer look at a few special features of the EMC.
The EMC and other NLF guidelines define the stages from pro-
duction to distribution together as so-called ’EMC’ guidelines.
It should be said in advance that an economic actor is someo-
ne who acts in the context of a business activity. Thus, the pri-
vate import for own use or the own production by a consumer
is not affected by the EMC. But beware, as is so often the case,
the truth is in the details. Because the statement whether so-
meone is commercially active in this context is not only depen-

dent on whether there is a merchant status according to
HGB§§1-7 or an entry in a register, but also the interpretation
of the tax office is taken into account, whether someone sells
things permanently, independently and with the intention of
profit. So if someone buys products on a larger scale in a third
country in order to sell them on an online platform, he can qui-
ckly end up in the commercial sector despite marking private
sales. In this context, greater style does not necessarily mean
several thousand products a year. This definition also covers
far more than sales. The term ’provision on the market’ defines
any chargeable or even free of charge for distribution, con-
sumption or use. Thus, all contracts under the law of obligati-
ons such as purchase, rent, loan, etc. are highly in demand in
order to fall under the EMVG.

Theoretically, a gift would also fall under the EMVG, whereby
it is not important here that the BGB largely releases the donor
in matters of liability. The type of agreement under the law of
obligations between buyer and seller plays a rather subordina-
te role, but it is based exclusively on the specifications of the
EMCG. The point in time from which a device must be EMVG-
compliant results, among other things, from the legal defini-
tion §3 10. Thus the time of placing on the market is defined
as the first provision. Formally, therefore, according to the
EMVG definition, for example, at least an offer from the seller
would have to be available in a sales process so that the sales
process can be regarded as fundamentally initiated. However,
legally, exhibiting in a shop or ’offering’ in an online shop does
not typically represent an offer, but only the so-called invita-
tion to submit one by the potential buyer, the so-called ’invita-
tio ad offerendum’. Thus, devices which are unordered but re-
main in stock in the warehouse of the manufacturer or im-
porter would not (yet) be covered by the EMC. This
interpretation could lead to manifold discussions. The Pro-
duct Protection Act (ProdSG) emphasises this early stage mo-
re clearly.

Product Protection Act (ProdSG) :
§ 1 Scope of application (1) This Act shall apply if products are
made available, exhibited or used for the first time on the mar-
ket in the course of a business activity.

§ 2 Definitions 2 is exhibiting, the offer, setting up or demon-
strating products for the purposes of advertising or making
available on the market.

In practice, the process of provision is ultimately shifted signi-
ficantly forward, for example, for import, so that, at least on
paper, only compliant products are imported into the EU or are
available for distribution there.

A special case are the so-called fulfillment service providers
(FFC), which take from third-country products that are already
physically located in duty-free warehouses in the EU on behalf
of the third-country supplier and send them to customers ba-
sed in the EU. It is very difficult for a duty-conscious importer
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Figure 3: List of economic operators economic
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to explain why the EU (still till middle 2021) measures with
two standards and on the one hand fully subjects the importer
to the EMC and other directives and on the other hand more or
less releases the third-country supplier and his vicarious
agent (service provider) from the guidelines or cannot or does
not want to enforce them with regard to potential measures.
The 2014/35/EU now opens up the possibility, at least in the
event of a risk breach, to take the FFC on board with the econo-
mic actors via EMVG §23(4).

In July 2021, a new regulation (EU 2019/1020) took enter in-
to force. The legal rule, dubbed the new Market Surveillance
Regulation, is quite extensive. Among other things, it assigns
corresponding tasks to the FFC, provided that no other econo-
mic actor is based in the EU. Another crucial point of this re-
gulation is the fingering of the provision in the online purcha-
se, which is already fulfilled if the offer is addressed to an end
user in the EU. This provides a little more clarity about the re-
levant timing of deployment. Whether and to what extent the-
se changes will have an impact on this online business model
will be shown in the period after July 2021.

Which electronics or devices are actually covered by the
EMVG? This question is quite easy to define. Almost everyt-
hing, as the figure above shows.Exceptions to this only exist if,
for example, in the course of a safety standard such as

equipment

apparatus �xed equipment

�nished product

component or 
module

movable  
equipment

Figure 4: Equipment due to EMVG »
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EN60601-1-2, the EMC is specifically defined and thus pro-
ceeds with the EMVG by means of a lex specialis approach, the
Radio Equipment Act is to be applied or there are special ex-
ceptions from EMVG§2 (3). Furthermore, I would like to dispel
a bias that the directive only applies to devices intended for
private users. This assessment may be due to the fact that the
EMCA/RL speaks of end-users, but at the same time does not
legally define it. The Blue Guide provides some clarity he-
re:“... the term end-user means a natural person (for example:
a consumer) or a legal entity (ie. a company) who uses the de-
vice as intended or intended to use it as intended...“. The
EMVG therefore does not focus on whether the user is a private
consumer according to BGB §13, but exclusively on whether
the user uses the device according to his provision, i.e. from
the data sheet or according to usual use.

If you leaf through the EMVG (or if you want the 2014/30/EU),
you will not find any content of a technical nature. The EMVG
does not define field strengths, distances, dBμV, altitude
scan, etc. It is more or less detached from technical details.
Thus, the first reference to technology results from §4, in
which it is mentioned that the equipment must correspond to
the state of the art, should not disturb the emissions of other
devices and the device should not be disturbed by immissi-
ons. Technically not really helpful. The final link to the techni-
cal standards follows via §16, which prescribes a presumption
of conformity in favor of the use of standards. Legally, an inte-
resting statement. Because this presumption of conformity in
favor of the standards does not justify a reverse conclusion like
in case the technical standards would not be used the equip-
ment would not be compliant. This view is naturally a contro-
versial topic, because how would a customer or the BNA react
if the underlying requirement would be listed as “coffee
grounds from 4th May 2021 10 o'clock“? If you ultimately de-
cide and apply the standards, please use the current valid
ones, e.B. by means of Decree 2018/C246/01. Finally we
could say the EMVG details the formal conditions rather than
the technical details.

In addition to the CE symbol and the type designation (or bat-
ches or SN no.), the manufacturer and, if applicable, also im-
porter name and address. Depending on the type and size of
the device, these addresses can also be entered in the opera-
ting instructions, which must be attached to the device in ad-
dition to the declaration of conformity and any assembly inst-
ructions. If the device is intended for a private consumer, the
assembly and operating instructions must be in the local lan-
guage. In advance of the so-called conformity process, the
manufacturer ensures compliance with the standards or, if re-
ally desired, also with the ’coffee grounds’. The manufacturer
is not obliged to involve a notified body (EMC laboratory). He
can also ensure conformity through his own investigations or
through the design. During the conformity process, the manu-
facturer must also determine during the design process whet-
her and which conditions are representative and what effects
can be expected via a risk analysis & assessment.

The conformity documents must ultimately be kept for 10 ye-
ars. Finally, to counter another bias: Even if all devices used in
a system are CE-compliant, this does not automatically mean
that you are exempt from the EMC and the declaration of con-
formity for the complete device or that the entire system is
measurably clean overall. The situation is different if the sys-
tem parts are sold individually. Whereby one may also run the
risk here that if certain accessories are more or less mandato-
ry, one can assume a complete system again and must prove
the EMC for the complete system.

Compared to the more than 2000 paragraphs comprising
BGB, the EMC seems quite clear at first glance with its only 34
paragraphs. But it contains some pitfalls and cross-connec-
tions that need to be considered in order to be on the safe side
in terms of private and administrative law.
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The clinical evaluation is required by Article 61 of the MDR and is
an integral part of the technical documentation and the conformity
assessment procedure.

The clinical evaluation
according to MDR Annex IV
Not only since the introduction of the new EU Regula-

tion 2017/745, the Medical Device Regulation
(MDR), a clinical evaluation is an integral part of the

technical documentation and thus mandatory for every manu-
facturer of medical devices. A clinical evaluation is already
mentioned and explained in Directive 93/42/EEC (the MDD).
However, if one searches for the keyword „clinical evaluation“
in both documents, the MDR and the MDD, it becomes clear
how much this has been brought to the fore with the new regu-
lation: in the MDD, this term is found 9 times, in the MDR the-
re are already 59 hits. This underlines very well the increasing
requirements that are made here. What exactly constitutes a
clinical evaluation and how it is to be carried out properly will
now be examined in more detail.

The clinical evaluation

A clinical evaluation is a systematic search and analysis of the
existing literature and other data from market surveillance
and feedback in order to demonstrate that my product meets
the safety and performance requirements, i.e. that it fulfils
the requirements of the MDR for approval. The aim is to de-
monstrate the clinical benefit and to show that the product do-
es not pose an increased risk, i.e. that the risk-benefit ratio is
positive. This already presents the first challenge within the
evaluation: How can I prove the safety and performance requi-

rements as well as the clinical benefit in the literature for my
product, if I am launching my own, perhaps even highly inno-
vative product on the market? There will be little or no data in
the literature on your ownproduct, especially at the timeof ini-
tial approval. This is where the concept of an equivalence pro-
duct comes becomes relevant. An equivalent product is one
that is highly similar to my own product. The MDR speaks here
of „demonstration of equivalence“. Section 3 of Annex XIV
specifies the three categories that represent this equivalence,
namely technical, biological and medical characteristics. Ac-
cordingly, a similar product is only considered to be equivalent
if there are no medical deviations in these categories. The
MDCG Guideline 2020-5 can also be consulted for more de-
tailed information. This breaks down the requirements in mo-
re detail and addresses particular points within the categories.

In addition to searching the literature for similar products and
the associated data, results from post-market surveillance are
also included into the Clinical Evaluation. Post-market sur-
veillance is part of the manufacturer's obligations and genera-
tes valuable data for the clinical evaluation. This includes re-
ports from the market and complaint management, but also
reports in relevant databases, such as those of the BfArM.

The biggest step, after being clear about equivalence products
and data situation, is the literature search as such. Over the
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years, with the introduction of the MDR, as well as through va-
rious guidelines, the requirements have increased and, above
all, have been defined more clearly. Guideline N56 of the In-
ternational Medical Device Regulators Forum (IMDRF) is sui-
table for a good recommendation for action. It explains very
well what requirements are to be placed on a clinical evalua-
tion and, above all, on the literature search.

First of all, it is important that the search process is compre-
hensible and traceable and is based on common scientific
practice. The person (or group of persons) who conducted the
search should be known and noted in the subsequent report.
The timing of the search should also be clearly defined, as
should the time period included. The purpose of this is to ma-
ke it clear which literature was included and to show that the
search was narrowed down and that the current state of sci-
ence was considered. Furthermore, it is important to think ab-

out the criteria for inclusion and exclusion of literature before
the literature search. It must be determined beforehand under
which aspects the literature should be evaluated and why I ex-
clude certain sources. Again, the decision must be based on
scientifically accepted criteria and must not be arbitrary.

Figure 1 shows the search procedure as proposed by the
IMDRF and as it is generally agreed to be useful and carried
out. It can be seen that the evaluation takes place in several
passes: A rough screening and a more detailed assessment af-
ter sorting out.

Thus, a Clinical Evaluation represents a systematic and scien-
tific approach to evaluate whether my medical device poses
known risks and whether it is state of the art and performs cli-
nically. The clinical evaluation report collects and evaluates
these data from the literature. In doing so, it is possible, and

*some literature will address issues of safety, clinical performance 
and / or effectiveness

Literature with relevant. usable 
data included in the clinical 
evaluation, by outcome:

Device Performance*;
Device Safety*;
Device Comparability
(if applicable)

Literature excluded,  
with reasons

Literature retrieved for more  
detailed assessment

Literature excluded from clinical 
evaluation, with reasons

Potentially relevant literature 
identified through the search 
(copy of all literature citations)

Figure 1: Search algorithm according to IMDRF (Source: IMDRF MDCE WG N56)
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sometimes necessary, to rely on data from other products, pro-
vided they are considered to be of the same type. A clinical
evaluation is required by the MDR and is part of the documen-
tation necessary for the conformity assessment procedure.
Furthermore, a clinical evaluation is expected to be maintai-
ned throughout the whole life cycle and to be updated repea-
tedly. Further and newer data from the literature are always in-
cluded in the evaluation, as well as findings from market mo-
nitoring and feedback, and existing reports to authorities on
own and similar products.

70% OF MEDTECH COMPANIES HAVE DISCONTINUED PRODUCTS

The EU Medical Device Regulation (MDR), which has been in force
since May 2021, is already having a dramatic impact on the me-

dical technology market. More than 70% of BVMed member companies have
discontinued individual medical devices or entire product lines due to the
new MDR regulations. This is the result of a recent BVMed survey in which
88 member companies participated. In addition, 55 percent of the compa-
nies indicated that previous suppliers have already discontinued their ope-

rations due to the MDR. „We must take the effects of the MDR that are visible
in the market very seriously. There is a threat of negative effects on pa-
tient:ing care. The pressure to act is growing. We need solutions now, espe-
cially for established existing products and rare niche products, such as
those that exist in the US or for rare medicines in the EU,“ said BVMed CEO
Dr. Marc-Pierre Möll.

The results in detail:
More than 70 percent of the BVMed member companies surveyed have al-
ready discontinued individual medical devices or entire product lines due to
the new regulations brought about by the EU Medical Devices Regulation
(MDR). The medtech companies cite examples of this from the fields of en-
doprosthetics, implants, first aid and wound care, cardiology, ophthalmo-
logy, gynecology and urology, proctology, neurosurgery and gastroenterology.
Among them are surgical instruments and niche products.

More than 55 percent of the BVMed companies surveyed said that previous
suppliers had ceased doing business due to the MDR. The loss of suppliers
led to the discontinuation of products or even entire product lines in nearly
38 percent of cases. Other effects included necessary design changes to
products (27 percent) and associated effects on the validity of existing cer-
tificates (26 percent).

About 60 percent of all medtech companies surveyed reported an increase
from the cost and duration of a conformity assessment process across all
medical device risk classes. About 40 percent still have no knowledge of
this. The higher the class, the more the duration of procedures has increa-
sed (55 to 100 percent), while costs have doubled across all classes.

Another BVMed flash survey, in which 24 member companies participated,
revealed that only one-third of manufacturers are satisfied with communi-
cation with their notified body. Critical issues cited include the unpredicta-
bility of timelines, frequently changing templates for applications, non-
transparent pricing, lack of resources and accessibility, and differing views
on clinical assessments as well as classifications.

In August 2021, the film report „Medizinprodukte-EU-Verordnung ver-
schlechtert Versorgung“ in the ARD magazine Plusminus had already ad-
dressed the issue. In the film, physicians from pediatric surgery and ortho-
pedics, among others, had their say on the consequences of the new medical
device legal framework for patient care. The MDR is a completely new legal
framework that entails significantly increased bureaucracy and substantial
cost increases, „which threaten small and medium-sized medical device
companies in particular,“ Möll said. The new legal framework affects not
only new medical devices, but also all established existing products.

BVMed is calling for the following solutions, among others, for
the area of existing and niche products:

+ For proven existing products, pragmatic solutions must be found, for
example, via the instrument of „recognition of clinical practice.“

+ For „orphan devices“ (niche products), the European Commission must
create exemption regulations based on the US model of the „Humani-
tarian Device Exemption“ and the „Orphan Drug“ regulations in Europe.

+ Special funding programs should be set up for SMEs, for example to
support clinical studies. These support programs must not be limited
to new developments and innovations, but must also include existing
products.

L➚ www.bvmed.de
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95 per cent of all medtech audits were performed remotely
throughout the lockdown. In this article, TÜVSÜDoutlineswhat is
neededtoensuresuccessfulremoteauditsandpresentsfutureoptions.

Remote audits in times of
pandemic and beyond
Early last year, all countries worldwide were simulta-

neously affected by an array of unprecedented situati-
ons as the onset of the Covid-19 pandemic brought

border closures and curfews in its wake. At the same time,
medtech developers and manufacturers had to familiarise
themselves with the new Medical Device Regulation (MDR).
Establishing stricter requirements for the quality and safety of
medical devices, this new regulatory act was slated to replace
the Medical Devices Directive (MDD) by May 2020. Owing to
supply chain shortages accompanied by higher demand for
medical devices, the European Parliament postponed the re-
gulation’s application date by one year.

However, the end of the transition period has remained un-
changed. In other words, the audits for initial certification
in accordance with the new regulation will still have to be
completed by 26 May 2024. Medical devices certified in
accordance with the MDR’s predecessor, the Medical Devi-
ces Directive (MDD), also require approval in accordance
with the MDR and thus must be recertified. Against this
backdrop, it becomes evident that there are too few Noti-
fied Bodies providing these services. Sub-regulations such
as reclassification of class Ir medical devices complicate
the situation even further. Unlike the provisions of the
MDD, the MDR now requires certification by a Notified Bo-
dy for items such as reusable surgical instruments, causing
the number of certifications required to soar. And to make
matters worse, many companies have only moved into ac-
tion at a late stage.

Temporary solution to become permanent?

In April 2020, the EU’s ’Guidance on temporary extraordinary
measures related to medical device Notified Body audits’ es-
tablished the possibility for remote surveillance and re-certifi-
cation audits. However, this guidance document did not inclu-
de derogation articles for initial certifications under the new
regulation. In its notice 2021/C8/01, published this January,
the EU Commission noted with respect to these exceptional

circumstances that remote audits would continue to be pos-
sible as temporary extraordinary measures. In the document,
the EU Commission also considered initial certification based
on remote auditing to ’ensure continuous availability of safe
and performant medical devices and in vitro diagnostic medi-
cal devices and [...] prevent [...] shortages [...] in the interest
of public health’.

However, at the same time, the Commission emphasised
that remote audits were an exceptional measure which must
only be taken after an ’objective case-by-case analysis’. As
factors including Coronavirus variants and mutations have
ensured that the pandemic situation has continued in vari-
ous countries, developing dynamically at times, the possibi-
lity of full resumption of standard on-site audits remains un-
decided.

In the meantime, remote audits have proved successful. A
current survey of the European Association of Medical De-

Examples of the acceptability of full remote audits

Unacceptable Acceptable

A manufacturer holds an MDD 
 certi�cate which is valid up to 
2023, but wishes to change to 
an MDR certi�cate. In this case, 
a 100-per-cent remote audit 
is not acceptable because the 
manu facturer can continue to 
sell its products under the MDD 
certi�cate.

A manufacturer holds an MDD 
certi�cate which is only valid to 
 February 2022, and therefore wishes 
to undergo immediate certi�cation 
in accordance with the MDR. The 
manufacturer’s products are market-
relevant. In this case, a full remote 
audit is likely to be accepted as the 
product could otherwise no longer 
be sold after February.

The extreme dif�culty of updating 
all products to MDR certi�cation by 
2023 is no reason for a full remote 
audit. The workload of the manu-
facturer or Noti�ed Body is not an 
acceptable justi�cation.

A manufacturer holds an MDD 
certi�cate which is valid up to 2023. 
The manufacturer plans to place 
innovative and urgently needed 
products on the market. Again, in 
this case a full remote audit is likely 
to be acceptable as the products 
would not obtain market approval 
otherwise.

Examples of the admissibility of complete remote audits.
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vice Notified Bodies (TEAM NB) reveals that 39 out of 46
Notified Bodies considered remote audits to be roughly equi-
valent to on-site audits. Evaluation focused on the number of
identified non-conformities. The database comprised more
than 33,000 audit days. Documentation and quality assu-
rance are the main aspects benefiting from remote audits.
On top of that, remote audits save time and costs and reduce
environmental impact by eliminating travel and thus travel
time. They also minimise auditors’ occupational health and
safety risks, are not affected by travel restrictions and reduce
the time between data collection and analysis. Downsides
include technical challenges and the lack of spontaneous
sample-taking and personal interaction.

Remote audits are defined as location-independent audits
that are performed with the help of information and com-
munication technology, including web conferencing and
online meeting software, external access solutions to docu-
ments, and audio and video transmissions by means of mo-
veable cameras or smart glasses (in part combined with
augmented reality). Similar to working from home, once the
pandemic situation ends remote audits may well be here to
stay as complements to the audit process, notwithstanding
the high demands associated with safety of medical devi-
ces.

Regulatory background and room for
interpretation

Even though the MDR requires on-site audits, the above noti-
ce of the EU Commission (2021/C/8/01) is currently conside-
ring full remote audits. However, the authorities of the Mem-
ber States continue to be responsible for monitoring notified
bodies in accordance with the requirements of the MDR – and
thus audit-related requirements – under due consideration of
the principle of proportionality. In line with this, authorities
are permitted under certain provisions to suspend penalties in
accordance with Article 113 of the MDR in case of violations
of the regulation.

In other words, remote audits will continue to be the excep-
tion, decided after case-by-case analysis to ensure security of
supply in the field of medical devices. Market relevance is the
core criterion. However, the assessment of market relevance
often leaves room for interpretation.

Market approval often requires several audits, but not all of
these audits need to take place on site. In many cases, the au-
dits following the initial on-site audit can be performed remo-
tely. The question of which of these variants apply to a specific
case must be determined on a case-by-case basis in consulta-
tion with the competent authorities, taking into account the
medical device, its market relevance and the manufacturer’s
conformity history. Remote audits likewise come in different
levels, from straightforward document reviews to site inspec-
tions using a movable camera.

Risks, opportunities and previous findings

As a general principle, experience has shown that remote au-
dits by Notified Bodies like TÜV SÜD are most easily realised
with existing customers. The reasons for this are that import-
ant processes have already been established and the audit
partners are familiar with each other’s way of working, pro-
ducts and services.

However, for remote audits to run smoothly, the required tech-
nology must work. This covers aspects like the bandwidth at
the audit partners’ locations, the partners’ agreement on the
tools to be used and the definition of an emergency channel
should the technology fail. All this requires good preparation
by both parties.

Conclusion

Remote audits will continue to be a useful complement to on-
site auditing in certification and surveillance audits. In some
cases they are even equivalent to on-site audits, saving time
and costs. Depending on the medical device concerned, com-
bined solutions may be possible. Since a large number of MDR
audits will have to be performed by the end of the transition
period, manufacturers should not delay in approaching a No-
tified Body such as TÜV SÜD.

Author:
Dr. Andreas Purde
Expert for remote audits in accordance with MDR
TÜV SÜD Product Service

CONTACT

TÜV SÜD Product Service GmbH
Ridlerstr. 65
D-80339 Munich
www.tuvsud.com
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